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XpOoHOMNorusa nameHeHun

/| Tabnuua 1. XpoHONOrna namMeHeHum

Bepcua |[Oarta ABTOp Oetann

1.7 05/05/2016 | BnaceHko W.J1. |KomaHga 2.21 NHdoTepMmmnHana — gocTynHa ans scex [#29900]

1.7 26/04/2016 | BnaceHko W.J1. |[do6aeneH npumep BbidoBa UserAuthintFull.

17 24/03/2016 | Bnacerko W1, D,o6aBne|:|o OnMcaHVe BbI30Ba CrieumanbHoN Bepcumnarccom.dll ¢
dyHKumnen Multiuser.

1.7 15/12/2015 | Bnacexko W.J1. | Jo6asnHo onucaHne cTpykTypbl UserAuthintFull B npunoxexne 3

16 21/09/2015 | Bnacerko W, f,El,"26a|3neHb| npumepsl annosB Npy NnapMeTpe parser=properties-

1.6 03/09/2015 | BnaceHko W.J1. |Oo6aBneH nyHKT 1 2 Pexum paboTbl ¢ kKaccon

15 10/06/2015 | BnaceHko W.J1. |[ob6aeneH pasgen 1_7 3 BosBpart 6e3 npeabsaBneHus KapTbl

14 20/04/2015 | Bnacerko W, [o6aBneHbl U3MeHeHNs1, CBA3aHHbIE C NevaTbio AybnvkaTa vyeka
(ans SV_05)
[obaBneHo onvcaHne Bo3BpaLLaeMbIX 3HAa4YEHUA (YHKLMM

1.4 02/09/2015 | BnaceHko WN.J1. | SetAmountUpdateCB B pasgen 1 _7_ 2 O KKM OJATAKPAT c
pacyeToOM CKMOKM Ha Kacce.

14 15/01/2015 | Bnacerko V.M. HobasneHo onucaue napameTpos paboTbl CO CKAHEPOM LLTPUX
koga TepmuHana iSMP (toneko gna CTL_03).

1.4 12/01/2015 |Bnacenko W.J1. |JobasneHo onucaHve napameTpos canna nora Arcus2CAP.
Mpumep HacTpoek ARCUS NetServer v1.3 nepeHeceH 13

1.4 01/12/2014 | BnaceHko W.J1. | MpunoxeHun B pasgen 6_1 5 Mpumep HacTporikmu ARCUS NET
SERVER v.1.3

1.4 20/11/2014 | Bnacenko W.J1. | Jo6asneHo lNMpunoxexne 6. dyHkumoHan DLS (onuuoHansHO)

1.4 17/11/2014 | BnaceHko W.J1. | OGHOBNEHO onucaHue ops.ini

13 10/10/2014 | Bnacerko U, Hob6aBneH n. 1_1 1 Ncnonb3oBaHue TLS wngpoBaHus B pexxmme
IP yepes kaccy

13 18/09/2014 | Bnacerko VM. M3meHeH cnmcok ob6s3aTenbHbIX NapaMeTpoB, NepeaarLnxcs ¢
KKM Ha TepmuHann.

13 11/09/2014 |Bnacexko W.J1. |OobasneH n. 1_7 CneumnansHble Bepcun ARCUS2 CAP

13 05.08.2014 | Bnacenko U, [obaBneH HOBbLIV knacc KomMaHg, «8» Ansi Bbl3oBa MyHKTOB
OVHaMUYECKOTO MEHHO

1.3 28.07.2014 | BnaceHko W.J1. | dobaeneHo MpunoxeHue 4. Mpumep ncnonssosanHmst ArcCom.dll

1.3 01.07.2014 |BnaceHko WN.J1. |Oo6aBneH nyHKT 16 2 BupTyanbHasg knaBuatypa

12 15.05.2014 | Bnacerko W, BbiHeceHne OnncaHmsa npoTokona obMeHa B OTAeNbHbIN
OOKYMEHT

1.1 22.11.2013 |BnaceHko W.J1. |do6asneH pa3gen 6_ Arcus NET Server

1.0 01.02.2013 |Yapkos M.B. CospgaHve oOKyMeHTa
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YcnoBHble 0003Ha4YeHus

Cnep,yrou.l,me YCJ1OBHbIE 0003Ha4YeHMs UCNoNb30Banm1Ch B OOKYMEHTE!

| Tabnuua 2. YcnoBHble 0603Ha4YeHus

O6o03HavyeHue | 3HaYeHue

O6paTtute BHMMaHue!

O6patnte ocoboe BHMMaHMe!

[ noccapumn
| Tabnuua 3. noccapun
TepMmuH OnpepgeneHune
EMV CTaHD,apT B3aVIMO,CI,eI7ICTBVIFI YMMOBbIX KapT Ana npoBegeHund nnaTexemn no KapTte

(cocTaBneHo 13 nepBbix OYKB KomnaHuii Europay, MasterCard and VISA).

EMV lMpunoxeHue

Mukponporpamma n 6110k napameTpoB Ha KapTO4Ke, OTHOCSILLENCS K
MexXxayHapoaHomn nnatexHon cucteme EMV

NMWH-nap OneKTpOHHOE YCTPOMCTBO, NpeaHa3HadveHHoe ans seoga PIN koga.
CekpeTHbI KoA, BBOAMMbIW KITMEHTOM (AepXkaTenemM KapToykm), Ans
PIN kop NOATBEPXAEHUSA TOrO, YTO MMEHHO OH 0BnagaeT MOSTHOMOYUSAMY NO

MCNOJ1Ib30BAHUIO KAPTOYKN.

POS-tepmuHan,
TepMuHan

AnnapaTtHo-NporpamMmmHbIi KOMMIEKC, NpeAHasHauYeHHbIn AN peructTpauum
dpakTa NnprmobpeTeHNs ToBapa 1 YNpoLLeHNs NpoLeaypbl NprobpeTeHus: ToBapa.

Kopn pnenictBuA
TepmuHanoB (TAC)

Oewnctua MO TepMuHana npy BO3HUKHOBEHUM KOHKPETHOW cuTyauumn (otkas ot
onepauun, NpoBeAeHNM onepaunn OHNamH U ENCTBUE MO YMOSYaHUI0)

KoMMyHUWKaLMOHHbIN
cKpunT

MuHunporpamma (nocnegoBaTenbHOCTb KOMaHL), onpeaenstoLasa cueHapumn
NoaKmntoYeHnsa TepMmHana k cepepy aBtopusauumn unu cepeepy TMS.

Knuent/ JepxaTtenb

dursmyeckoe nNmuo (B TOM YMCre YyNONHOMOYEHHbIV NpeacTaBUTenNb
HOPUONYECKOro Nnua), Ha UMst KOTOPOro B CUITY 3aKITHOYEHHOIO MEXAY HUM U
OMUTEHTOM OroBOpa W/Umm Ha UMs KOTOPOTO MO YKa3aHuo nuua,
3aKIHOYMBLLErNO 4OroBOp C AMUTEHTOM, BbinyLleHa KapTa.

MarHutHasa nonoca

Monoca, cogepxalyas MaeHTUMUKALNOHHYI0 MHGOPMAaLUIO O KapTe 1 ee
fepxaTene.

Onepauus

PacueTHas onepauus, ocyllecTBnsseMas ¢ ncnonb3oBaHvem KapTbl C
obsi3aTenbHoN ABTOpM3aLMel B COOTBETCTBUN C 3aKOHOAATENTbCTBOM
Poccuinckon degepaumm, HopmaTUBHO-NpaBoOBLIMKU akTamn baHka Poccum n
[JOroBOPOM C OMUTEHTOM, NpoBoAMMasi B TOProBom Touke no TpebdoBaHunto
Hepxatens.

Onepauus Bo3BpaTa

PacueTHas onepauus, coBepLiaemasi ¢ ucrnornb3oBaHmeM KapTbl npu
BO3HUKHOBEHMU HEOOXOAMMOCTY B Bo3BpaTe [epkaTento AeHeXHbIX CPeacTs,
CMMCaHHbIX C ero cYeTa B pamkax paHee coBepLueHHon Onepauuu.

Onepauwﬂ OTMEHbI

Mpouenypa otmeHbl Koga ABTopr3saumm 4o opMMpoBaHUsS QNEKTPOHHOIO
XypHana.

o ingenico
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TepMuH

OnpepgeneHune

OTyeT DNEKTPOHHOro

[lOKyMEHT MN COBOKYMHOCTb JOKYMEHTOB B 3fIEKTPOHHON chopme,

TepMuHana _
- CHOPMMPOBAHHbIE 3a ONpeaeneHHbln Nepruo BpeEMEHW Npu COBEPLUEHNN
(QNeKTPOHHbIN N _
Onepaunin/Onepaunii ¢ ncnons3opaHmem POS-tepmnHana.
XypHan)
MporpammHoe

ob6ecneueHue (MO)

MporpammHoe obecneveHne POS-TepmuHana.

Mpodunb

OpavH 13 06bEKTOB CUCTEMBI, NPeAHa3HaYeHHbIN 15 XpaHeHNa HaCTPOeK rpynn
napameTpoB, onpeaensaoLLmx anroputMm paboTbl TepMuHana B npouecce
BbINOMTHEHUS Onepauun ¢ KapTon UM aAMUHUCTPATUBHOW onepaLmen.

PekBuantbl KapTbl

Homep KapTbl, cpok aencteust KapTol, kog 6e3onacHoctn CVV2/CVC2/Batch
code/CVV IlI/ICAV2 (ans Kapt MnatexHbix cuctem Visa International/MasterCard
Worldwide/American Express/Diners Club International/JCB International
COOTBETCTBEHHO).

CepBUCHbIN KoA KapTbl

Koa KapThbl, KOTOprI?I YKa3blBaeTCA obnacTtb ee OeNCTBUS U TUM.

CepBUCHbIN KO,
kommepcaHTa (MCC)

YeTblpexaHayHblii HOMep, KOTopbIii 0603Ha4YaeT Npodunb A4esTENbHOCTH,
KOTOPbIM 3aHUMAaEeTCs KOMMEPCaHT.

CKpuNT aSMUTEHTA
(cueHapwun)

KomaHga unv komaHgHasi cTpoka, nepegaBaemasi OT aMUTEHTa K TepMUHany ¢
Lienblo BbINOMNHEHWsI KoMaHA(bl) MUKPONPOLIECCOPHON KapToM.

Cnoco6 Bepucmkauum
BragenbLua KapTbl

Cnocob Bepudmkaumm Toro, 4To YenoBek, NPeabABASIOWLMI KapTy, UMeeT npasa
Ha ee ucnonb3oBaHue (HanpumMep, ceepka nognvcu unu seegeHne PIN koga).

CnpaBOYHUK

OpMH 13 06bEKTOB CUCTEMbI, NMPefHa3HaYeHHbIN AN XPaHEeHUs! OCHOBHbIX
3Ha4YeHui, WabrnoHOB, TEPMUHOB U anropuTMOB, KOTOPLIMK ONEPUPYET cUcTeMa.

TpaH3akuusa

pynna nocneaoBaTeNbHbIX Onepaunii, koTopas npeactaenseT cobomn
NOrMYECKyto equMHNLY paboTbl ¢ JaHHbIMKU. TpaH3aKUuMs MOXET ObITb BbIMOSTHEHA
nMbo LENNKOM M yCNeLLHOo, cobntoaast LeNoCTHOCTb AaHHbIX U HE3aBUCKMMO OT
napannenbHO MAYLWMX APYrMX TpaH3aKumi, NMbo He BbINONIHEHA BOOOLLE 1 Toraa
OHa He J0JhKHa NPOM3BECTU HMKaKoro adpdpekTa. TpaH3akumm obpabaTbiBatoTCS
TpaH3aKUMOHHbLIMK CUCTEMAMM, B NpoLecce paboThl KOTOPbIX CO3AaETCs UCTOPUS
TpaH3aKUUN.

XocrT,
KOMMyHMKaLWIOHHI:Iﬁ
cepBep

CepBep 6a3sbl JaHHbIX NNATEXHOW CUCTEMbI, KOTOPbIA OTBEYAET Ha 3anpochl
POS-TepmunHana To4ku obCcrnyxkmBaHmus, a Takke cHabxaeT ero HeobxoaMMon
MHdOopMaLnen.

BaHk nnv KoMnaHusi, oCcyLLECTBISAIOWAs BECb CNEKTP onepauuii no

JkBanep B3aMMOENCTBUIO C TOYKaMM 06CIyXMBaHUSA KapTovek, KOTopasi COCTOUT U3
TEPMMHANOB B TOProBO-CEPBUCHON ceTU 1 GaHKOMAaToB.
O raHn3auusd, BbiNnyCTuBLLAA (SMUTUPOBABLLAA) KApPpTOYKUN ONd pa3BUTUA U
SMUTEHT P u y ( P ) kap Aans p

dUHaAHCUPOBaHUA CBOEN AeATENbHOCTH.
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AbbpeBunaTypsl

| Tabnuua 4. A6bpesunaTtypsbl

AG6GpeBunartypa PacwudpoBka

AID Application Identification Number (MaeHTurkaunoHHbIN HOMEP MPUNOXEHWNS)

AVN Application Version Number (Homep Bepcum npunoxxeHns)

BIN Bank Identification Number (baHkoBCKuin naeHTUMKaLNOHHBLIN HOMEP)

CAP Cash register Application

CVM Cardholder Verification Method (Cnoco6 Bepudukaumm Brnagenbua KapTbl)

DDOL Dynamic Datavaject List (Cnncok anemeHTOB AaHHbIX He0bXoaMMbIX Ans
AVHaMU4eCcKow ayTeHTUdMKaunm)

ICC Integrated Circuit(s) Card (KapTa ¢ MHTErpupoBaHHbIMWN 3NEKTPOHHLIMU CXEMaMM)

ID Identifier (ngeHTMdwmkaTOp)

1SO International Organization for Standardization (MexayHapogHasi opraH13aums
cTaHgapTu3auun)

MCC Merchant Category Code (CepBU1CHbLIN KOA4 KOMMepCaHTa)

MS Magnetic Stripe (MarHuTHas nonoca)

TAC Terminal Action Code(s) (Koa(bl) BencTens TepMmnHanoB)

PAN Primary Account Number (MHonBmayansHbIn HOMEP KapTbl)

PIN Personal Identification Number ([MepcoHanbHbI MOEHTU(NKALMOHHbLIA HOMEP)

POS Point of Sale (Touka npogaxu, cepsuca)

RID Regist?red Application Provider Identifier (3apernctpmpoBaHHbIn HOMEP
nposavigepa npunoxexus; Hanpumep, VISA, MasterCard)

TDOL Transaction Data Object List (CnMcok gaHHbIX O TpaH3akuumM y4acTBYHOLLMX MPpK
BblYMCIEHUN cepTudmkara)

TMM Terminal Management Mode (Mogynb ynpaBneHus TepMuHanamm)

T™MS Terminal Management System (cuctema ynpaBneHus TepmMumHanamm)

Ccyb[ Cwuctema ynpaBneHus 6a3amun gaHHbIX

ingenico
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BBegeHue

[aHHoe pykoBoacTBO, pasdpaboTtaHHoe komnaHuen OO0 «MHXEHMKO», OnNUCbIBAET 3Tarnbl YCTAHOBKU U
HacTpovikn ARCUS2 — ©6mbnunoTteku, no3Bonsower NpoBoAUTb MHTErpaumio TepMMHanbHOro MraTeXHoro
npunoxaerus Universal EMV POS?! 1 kaccoBoro nporpaMMHoro obecneyeHusi. B gokymeHTe onucaHbi:

e ARCUS 2 CAP — COBOKYNHOCTb NpOrpaMmHo-annapaTHbIX CpeACcTB, MO3BONALLMX 06ecneynTb npuemM
BGe3Hanmn4YHbIX NnaTexen Ha KOHTPONbHO-kaccoBbiX MawuHax (KKM) no 6aHKoBCKMM kapTaM, BKMoYas
MarHuTHble, YnnoBble KapTbl (EMV), 6eckoHTakTHble KapTbl, @ TakkKe NpU Py4YHOM BBOAE AaHHbIX.

e ARCUS HRS CAP - moandwukaumst nporpammHoro npunoxeHms ARCUS 2 CAP, paspaboTaHHas
crneuvanbHO [Ons TOProBO-CEPBUCHLIX Npeanpusatvi, cneumduka paboTbl KOTOPbIX CBSi3aHa C
HeobXxooMMOCThBIO MPOBOAMTL MMaTeXHble onepauun 6e3 npeabasneHnsa 6aHKOBCKOW KapThbl.

e ARCUS 2 AC1 — moaynb ons uHTerpawmm cMcteMm asTomaTtusauum Toproenu Ha nnatgopme 1C: 8.2 ¢
TepMuHanamu Ingenico.

e ARCUS NET SERVER - npunoxeHue, kotopoe coBmecTHo ¢ ARCUS 2 CAP, obecneumnBaeT
nogkrtodeHne tepmuHana kK KKM no uHtepdgency ETH, B Tom uncne ana KKM, peannsoBaHHbIX Mo
CXeme «TOHKUM KNNeHT». [punoxeHne peannsoBaHo B ABYX BEPCUSX.

LLnpokne BO3MOXHOCTM KOHGUrypupoBaHUs obGecneumBaloT TFMOKOCTb B HACTPOWKe MpU  HanmMyum
pa3Hoobpa3sHbix TpeboBaHWn K PYHKLMOHANbHOCTY.

MO cooTBETCTBYET OCHOBHbLIM TPEOOBaHUSM M CTaHAApTaM MeXAyHapPOAHbIX MNMaTeXHbIX CUCTEM.

Monb3oBatenu W agMUHUCTpaTOpbl, paboTatkolie € nporpamMmHbIM MPOAYKTOM [OJBKHbI  MPONTU
o6sizaTensHoe obyyeHne B komnaHun OO0 «HXKEHMKO» UMK KOMMNaHUU-NapTHEPE 1 NONy4YnuTb cepTudmkar.

Mpn BO3HUKHOBEHUM BOMPOCOB MO paboTe ¢ nporpamMHbiM obecneyeHnem, obpallanTecb B Cnyx0y
nogaepxkm OO0 «MHxeHnko» - support@ingenico.ru.

[onyckaeTcs He3HaYMTeNbHbIE HECOOTBETCTBUSA AaHHOW AOKYMEHTaLUM M nporpaMMHoro obecneveHus,
CBSI3aHHbI€ C MOCTOSIHHLIM Pa3BUTUEM NPOrPaMMHbIX NPOAYKTOB.

He ponyckaeTcss MCnonb3oBaHWE TEKCTOB M U300PaKEHWUN, BXOASLIMX B [OaHHbIA [A0KYMeHT, 6e3
cornacoBaHusi ¢ OO0 «NHXeHUKO».

1 Tak xe gonycTuMo mcnonb3oBaHue HasBaHust «Arcom Universal EMV POS».
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1_ARCUS 2 CAP

Arcus 2 CAP — 310 6ubnuoTeka, npefHasHavyeHHas Ans MUHUMU3aAuUM HeobXOoOMMbIX U3MEHEHUN B
CYLLIECTBYIOLLMX PELUEHUsIX KaccoBOro nporpammHoro obecnedeHus (MO) npu uHTErpauMm TepMuHaNbHOro
obopynoBaHusa Ingenico Ha nnatdopmax Telium 1/2, Unicapt32 u KKM, pabGoTtatowme noa ynpaBneHuem
aanHoro 0.

BbubnnoTteka ABnsieTca CBA3YKOLLMM 3BEHOM Mexay kaccoBbiM 10 n TepmuHanbHbiM 06OpyLOBaHMEM,
peanusya npotokon obmeHa ARCUS2 u obGecneudvBas guanor Kaccup-TepMuMHam Ha 3KpaHe KaccCbl uUnu
TepmuHana (Pexum paboTbl ¢ kaccon).

ARCUS 2 CAP oTtBeuvaeT 3a:

e MogaepXkky npotokona obmeHa ¢ POS-o6opygoBaHnem yepes kommyHukauum KKM;

e npo3payHylo nepenavy aaHHbix mexay POS-obopyaoBaHmem 1 xoctom H6aHka;

o B3aumopgenctaue NO POS-o6opyaoBaHms ¢ KaccMpoM B npoLiecce TpaH3akuum no 6aHKOBCKOM KapTe.

MO KKM + MnatexHoe
ARCUS 2 CAP npunoxexue

Puc. 1. Cxema pabombi ARCUS 2 CAP

MporpammHoe pelleHne paboTaeTt Ha kaccoBom 10 B cneayoLmx OnepaLoHHbIX CUCTEMAX:

e Windows (XP SP3 u BbliLwe)

e MS DOS (Bepcusi 6.22)

e Linux (B HekOTOpbIX criydasix MOXeT noTpeboBaTbCs NepekoMNUALMUS MOAYNSA Mo KOHKPETHbLIN Tun
onepawoHHON CUCTEMBI).

e Andriod 4.0.3 n BbilWwe (NOAPOGHOE onncaHme NpegocTaBsAeTcs No 3anpocy).

1_1 CocTtaB nporpammbl, OCHOBHbIE NPUHLUMMbI €€

JYHKLMOHNPOBAHUS

I'IporpaMMHoe obecneyeHne peweHuna Arcus2 noctaBnseTcs B Buae MOﬂyHEﬁZ

EMV npunoxeHue Ha NMUH-nag nnu tepmunHane Ingenico — (PAP?).

MpunoxeHne npeacTaBngeT cobon craHgapTHoe POS npunoxeHune, mMoaMduUUMpPOBaHHOE B 4YacTu
B3aumMopgeiicTeus ¢ kaccoBbiM MO. Mpunoxerune NMNH-nag noaHocmbr® ynpaBnsieT NPoLECCOM BbINONHEHUS
onepauui: B3anmMogencTBuem ¢ NpoLeCCUHIOM, ANanoroMm C KaCCUpOM U KITMEHTOM, MOLATOTOBKOW YEKOB, Tak
Kak 9TO BbINonHAeT o6bl4HOE POS npunoxxeHne aBTOHOMHOrO TepMuHana.

KaccoBoe npunoxeHue (6ubnuoreka) — CAP*. (DOS/Windows/Linux)

MpunoxeHne CAP obecneunBaer:

e Mpo3payHylo nepefavy [AaHHbIX Mexay nuH-nagoM WM npoueccuHrom (Hanpsmyto no TCP/IP c
NCNoNb30BaHNEM CETEBOrO MHTepdherica KaccoBoro kKomnetoTepa (pexum «IP yepes kaccy») ecnu He
npegycMmoTpeHo oTaensHoe nogkntoyerne MNMNH-nag B nokansHyto cetb TCI);

e B3aumopgevicTeue (guanor) npunoxenus NMH-nag c kaccupowm;

e uHTerpauuto c APM kaccupa.

Kaccosoe npunoxeHue (bubnuoteka) ARCUS 2 CAP gaBnisieTcsa 3aBucrMMon oT noctasLymkoB APM kaccupa
4acTblO. CeFO,qHFI Ha pbIHKE KacCoBOIro no cyulecTteyet IJJVIpOKI/IVI CMNCOK NOCTaBLUMKOB, OTITUHAKLWUNXCA Mexay

2 Pin-pad Application
3 Tpepbigywas Bepcua ARCUS ynpaeneHve nuH-nagom 6pana Ha cebs
4 ARCUS 2 CAP - Cash Register Application
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cobon kak nnatcopmont (DOS, Windows/CE, Linux, UNIX, 1C, etc), ncnonb3yembiM CETEBbIM UHTEPGENCOM
(TCP/IP), Tak 1 cnocobHocTblo k aganTauun (B3aumogencteuio) k MO uHbIX npousBoguTenen. [losTomy
moaynb CAP — 310 Habop peanu3auuin ogHow 3agaudnm Ana pasHbix noctaBwmkoB APM kaccel. Hanbonee
pacnpoCTpaHEHHbIN BapuaHT MOCTaBKM KaccoBoro npunoxeHuss CAP — DOS, Windows wnu Linux
npunoxeHue®, B3anMmoaencTeyolee ¢ NMH-nagom no RS232 mnm USB mHTepdelicy U ¢ NpoLEecCMHIoMm Mo
TCP/IP.

1_1_1 Vcnonb3oBaHune TLS wndpoBaHus B pexnme IP yepes kaccy

TCP/IP AK >

ARCUS2 =
—>
LLndppoBaHHbie lLcpposaHHbie
[aHHbIE OaHHble %
MnatexHoe
npunoxeHue
+

Bubnunorteka TLS

Puc. 2. TLS wugbposaHue 8 pexxume IP 4yepes kaccy

Jloruka paboThbl:

1. [HaHHble O TpaH3akumu WndpyrTCa Ha TepMmuHane npu nomowmy 6ubnuoTtekm TLS, m c
ncnonb3oBaHMeM npotokona ARCUS2 nepegatotcs B 3awmdgpoBaHHom Buae Ha KKM.

KKM npuHumaeT gaHHble 1, UICNonNb3ysa CBOM KOMMYHUKaLMK, nepefaeT UX Ha XOcCT.

3. XocT pacwudpoBbliBaeT MofydYeHHble [aHHble, NpoBOAUT onepauuo, dopMmnpyeT oTBeT B
3awmdpoBaHHOM Buae n nepegaet ero KKM.

KKM nony4aeT oTBeT 1 npu nomoLm npotokona ARCUS2 nepenaet ero TepMmuHany.

TepmuHan nonydaeT otBeT oT KKM, pacwmndpoBbiBaeT ero npu nomowm oubnuotekn TLS, un
3aBepLuaeT onepaumio.

n

ok

1_2 Pexunm paboTbl C Kaccou

MnaTexHbIN TEpMUHAN MOXET paboTaTb B ABYX PEXMMaAX:

e ABTOHOMHbBIV PEXMM — TEPMUHAN NOAKMOYEH K HAHKOBCKOMY XOCTY Yepe3 KOMMYHUKALNMOHHBIN KaHarn
(Hanpumep, Ethernet, GPRS), kaccup nHmumanmsmpyeT onepawmio 1 BBOAUT AaHHbIE ANa onnaThl Ha
TepMuHane (NpouM3BoOMTCS [ABOWMHOW BBOA [AaHHbIX), MNonyyaeT MOATBEPXAEHME MNPOBEAEHMS
onepauun 1 BBOAMT NOATBEPXKAEHME ONMNathl Ha Kacce.

e Pexum paboTbl c kacco — TepMuHan U3NYECKM MOAKMYEH K kacce (Hanpumep, Yepe3 USB,
Bluetooth) n oxugaetr oT Hee KOMaHAy W AaHHble, HeOOXoAMMble ANS NPOBedEeHMs onepauuu,
BbINOMHAET HeoOXoAMMble onepaLMm 1 BO3BpaLLaeT Kaccy pesyrnbTaT NPpoBEAEHUS TPaH3aKLMM.

[ns nepeknioveHnst TepMyHana B pexvM paboTbl C KACCOW BbINOMHUTE criefytoLline JENCTBUSA:
1. [Ons tepmuHanoB Telium npu nepesarpy3ke unu BKIIOYEHUM NMUTAHUS, JOXOUTECH NOSBIEHUSA OKHa C
coobLieHnemM «[ns HacTponky paboTbl ¢ kaccor HaxmuTe 'F'» n HaxmuTe kHomky 'F'.

Mpu onpepeneHHbIX HacTpoKKax Ans nepexona B peXum paboTbl C Kaccon TepMUHan
MOXEeT 3anpoCcuTb Naporib.

2. [Ons nepekntoveHus tepmmnHana UNICAPT32 B pexxum paboThl ¢ Kaccon yaepxmante knasuwy F3
(BepxHAA-NpaBas KHOMKa, TaK xe MOXEeT Ha3BaTbCcs <Menu> unu Ha Hel MOXeT ObiTb N306paXkeH
KBaZpaT).) Npy BKIKOYEHWM NMUTAHNS UK B NPOLIECCce nepesarpysku.

5 BapwuaHT gns Linux
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3. Pabora c kaccon?
o HET — TepmuHan 3arpyxaeTcsi B aBTOHOMHOM PEXUME;
e [1A — TepMuMHan nepexoguT K HACTPOKike pexnma paboTbl C KaCCOMW.

B Arcom Universal EMV POS Bepcuu 4.0.2.435 u Bbllue HaCTPOMKKU pexmnma paboTbi ¢
Kaccow npousBoasaTcs npu nomowm ARCUS mMeHlo.

[Onsa ynpoleHnsa npoueaypbl 3anofiHeHUA NapaMeTPOB UCNONb3yeTcA
KoHdumrypaumoHHbin cpann ARCUS.CFG, B KOTOpOM 3a4al0TCs 3HaYeHUs1 BCEX
Heobxoaumbix napameTpoB. [Mpu nocneaytouem nepeknovyeHnn B Pexum paboThbi ¢
KaccoM, 3aAaHHble BPY4YHYI0 nNapameTpbl copacbiBalOTCA B COCTOSAHUE,
cooTBeTcTBYylLee HacTporkam charna ARCUS.CFG vnu 3Ha4eHUsAM NO-yMOJT4YaHUIo,
ecnu dann oTcyTcTBYeT.
OnucaHne ARCUS meHio, cM. Arcom Universal EMV POS - pykoBoACTBO agMUHUCTpaTopa.

dann ARCUS.CFG — TekcToBbIl harin B koampoBke CP1251, cogepXuT HacTpoOWKM M napameTpbl
MOAKIIOYEHNs], 3arpykaeTcsa Ha TepmuHan B pasgen HOST, aHanorMyHo TepMUHanbHOMY MPUIIOXEHUIO
(mogpobHee cM. Arcom Universal EMV POS — PykoBOACTOB NO YCTaHOBKE).

[ns Toro, 4To6bl NapameTpbl n3 danna ARCUS.CFG npumeHunmch BoinonHute «5» - ARCUS 2 Hactporiku
— Pexum pabotbl ¢ kaccon — [A. Ha akpaHe gomkHo oTobpasntbes coobuieHne «MAPAMETPBI KACChI

3AIPYXEHbI».

I'Iapameprl HaCTpOﬁKM U NX 3HaAYeHUA oTrin4arTCsHd, B 3aBUCUMOCTU OT NPOTOKOA.

1_2_1 daunn HacTpoek ARCUS.CFG ansa Pexunma paboThbl ¢ Kaccomn
TepMuHanbHoro npunoxeHus 1ISO (Openway, SmartVista, Tieto, CTL)

| Tabnuua 5. Onucanne danna Hactpoek ARCUS.CFG ISO

MapameTp OnucaHwue Bo3moxxHoe 3Ha4yeHune
HacTtpoikn nutepdenca — pasgen #interface
e COMO - nocnepoBaTerbHbld MOPT
HenocpeacTBEHHO Ha TepMUHane
e USB — USB nopt HenocpeAcTBEHHO Ha
TepMuHane
PORT MopT NOAKNIOYEHMS e COM_SL - nocrnefoBaTtenbHbIN
nHTepdenc Ha MagicBox
e COMU - USB nopt Ha 6ase
e ETH
e BLUETOOTH
PORT-SPEED CkopocTb nepegayn gaHHbIX 2400/9600/19200/115200
DATA-BITS KonuyecTtBo GUT JaHHbIX 7/8
PARTITY KoHTponb YyeTHoCTH NONE/EVEN/ODD
STOP-BITS CTton 6uThl 1/2
IP ona nogkntoyeHns K
ARCUSSERVER -IP ARCUS Net Server 3HaveHne B hopmaTe XXX.XXX.XXX.XXX
ARCUSSERVER - |Homep nopTa Ansa nogknoyeHns K 3HAYEHME B (hOPMATE XXXX
PORT ARCUS Net Server P
BLUETOOTH-PIN- jOnuna NMAH kopa ans 4.8
LENGTH nogkntoyeHus no Bluetooth
USE-ARCUS-ID WMcnonb3osatb ARCUS ID YES/NO
USE-TMSID VMcnone3oBate TMS ID YES/NO

ARCUS 2 / PykoBoacTBO agMuMHUCTpaTopa
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ARCUS-ID 3HaveHne ARCUS ID

HacTtpowku cetu — pasgen #Network
IP-ON-CASHREG  |IP uepes kaccy YES/NO
STATIC'IP CeTeBble HaCTPOWK/ YESINO
TERMINAL-IP TepMuHana
MASK npu pabote c
GATEWAY ARCUS NET Server

Ecnu 3HauyeHune napameTpa IP yepe3s kaccy BbicTaBneHo «NO», u pabota
ocyuwectBnsaetca HE yepe3 NET cepBep, ceTeBble HAaCTPOMKM TepMUHara 3agaloTca B
KOMMYHMKaunoHHOM ckpunTe! B aTom MeHio nx 3apgasatb HE HyxHO!

HacTtpowka TanmaytoB — pasgen #Timeout

DIALOG-TIMEOUT

TanmayT oTobpaxeHusi auanoro | 3HayeHve 3a4aeTcs B MUNNMCEKYHAAX

DATA-TRANSMIT-

TIMEOUT TavimayT nepefadv faHHbIX 3HaveHune 3agaeTcs B MUNNNCEKYHAAX

CARD-READ- TarmayT YTeHuUs KapThbl 3HaveHune 3agaeTcs B MUNNMCEKYHOAX

TIMEOUT y P A yna
HacTtpownku guanoroB — pasgen #Dialogs

DIALOGS-ON- OTobpaxaTb Ananoru Ha aKkpaHe

CASHREG Kacchl YESING

HacTtpowkn mackupoBaHMA HOMepa KapTbl NPU NevyaTu Ha Yeke — pasgen #SpecialMask

SPECIAL-MASK

AkTnBauma gon. MacknpoBaHusi YES/NO

KOHMHeCTBOOTO6paxaeMbM

PAN-START 0-6, HO He bonblue, Yem ykaszaHo B TMS
CVMMBOJIOB B Hadare Homepa KapThbl
PAN-END Konwnuectso oTobpakaembix 0-4 HO He GonbLue, Yem ykaszaHo B TMS
CYMBOJIOB B KOHLe HOMepa KapTbl
HacTtpowku neyatm — pasgen #PrintSettings
PRINTER Bbibop npuHTepa and nevatn yeka | CASHREG/INTERNAL/BOTH
PRINTER-
ENCODING KognpoBka neyaTu DEFAULT/CP866/CP1251
RECEIPT-WIDTH LLinpuHa 4yeka B cumBonax 24-48
FORMATTING Paspewuntb cnew. CumBonsl DON'T-USE-ESC/USE-ESC

JononHuTtenbHble HacTpouku — pasgen #AdditionalSettings

SEND-PAN-SHA1

MNepenayva SHA1 Homepa KapTbl YES/NO

Mpumep danna

#Interface
PORT=COMO
PORT-SPEED=2400
DATA-BITS=8
PARTITY=NONE
STOP-BITS=1

ARCUSSERVER -IP=192.168.0.101
ARCUSSERVER -PORT=9401
BLUETOOTH-PIN-LENGTH=4

USE-ARCUS-ID=YES
USE-TMSID=YES
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ARCUS-ID=123456790

#Network
IP-ON-CASHREG=YES
STATIC-IP=YES
TERMINAL-IP=192.168.0.10
MASK=255.255.255.0
GATEWAY=192.168.0.1

#Timeouts
DIALOG-TIMEOUT=12000
DATA-TRANSMIT-TIMEOUT=1000
CARD-READ-TIMEOUT=6000

#Dialogs
DIALOGS-ON-CASHREG=YES

#SpecialMask
SPECIAL-MASK=YES
PAN-START=4
PAN-END=4

#PrintSettings
PRINTER=CASHREG
PRINTER-ENCODING=DEFAULT
RECEIPT-WIDTH=24
FORMATTING=DON’ T-USE-ESC

#AdditionalSettings
SEND-PAN-SHA1=YES

3Ha4yeHUs No-yMoNTYaHUK

PORT=USB

PORT-SPEED=115200

DATA-BITS=8

PARTITY=NONE

STOP-BITS=1

IP-ON-CASHREG=YES (ans iUN u MO TE_@2 - NO)
DIALOGS-ON-CASHREG=NO (gns iUN u He SV_05 - YES)
DIALOG-TIMEOUT=12000
DATA-TRANSMIT-TIMEOUT=1000
CARD-READ-TIMEOUT=6000

PRINTER=CASHREG

PRINTER-ENCODING=DEFAULT

FORMATTING=DON’ T-USE-ESC

SPECIAL-MASK=NO

SEND-PAN-SHA1=NO

1_2_ 2 daunn HacTpoek ARCUS.CFG ansa Pexnma paboTbl ¢ Kaccon
TepMunHansHoro npunoxeHus Unipay (CompassPlus, SPDH)

| Tabnuua 6. Onncanue dpanna Hactpoek ARCUS.CFG UNIPAY

MapameTp OnucaHwue [JocTynHble 3HaYeHUs1

Hactpoikn nntepdenca — pasgen #interface

PORT MopT nogkntoveHns COMO0/USB/COM_SL/COMU/ETH/BLUETOOTH
PORT-SPEED CKopocTb nepegayn gaHHbIX 2400/9600/19200/115200
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MapameTp OnucaHue JocTynHble 3HaYeHusA

IP onsa noaknoyerHus K
ARCUS Net Server

ARCUSSERVER - [Homep nopTta ans noakmnoveHns K

ARCUSSERVER -IP 3HayeHne B hopMaTe XXX.XXX.XXX. XXX

3HayeHve B popmaTe XXXX

PORT ARCUS Net Server
BLUETOOTH-PIN- jOnuna NMAH kopa ans 4.8
LENGTH noakntoyeHms no Bluetooth

HacTtpowku cetu — pasgen #Network

IP-ON-CASHREG  |IP yepes kaccy YES/NO
STATIC-IP CeTeBble HacTpOWiK/ YES/NO
TERMINAL-IP TepMuHana

MASK npw paborte ¢

ARCUS NET Server

GATEWAY

Ecnu 3HauyeHune napameTtpa IP yepes kaccy BbicTaBneHo «NO», n paboTta

ocyuwectBnsaetrca HE yepe3 NET cepBep, ceTeBblie HAaCTPOMKM TePpMUHara 3agaloTca B
KOMMYHUKaLMOHHOM ckpunTe! B 3ToM MeHIo ux 3agaBatb HE HyxHO!

HacTtpowku guanoroB — pasgen #Dialogs

DIALOGS-ON- OTobpaxaTb Ananoru Ha aKkpaHe
CASHREG Kacchl

HacTtpownkn mackupoBaHMA HOMepa KapTbl NPpU NevyaTu Ha Yeke — paspgen #SpecialMask
SPECIAL-MASK AktnBauus gon. MackupoBaHus YES/NO
KonnyecTtBo otobpakaembix

YES/NO

PAN-START 0-6, HO He BorbLue, Yem ykazaHo B TMS
CVYMBOJIOB B Hayarne Homepa KapTbl

PAN-END Konm4ectso oTobpaxaembix 0-4 Ho He Bonblue, YeM ykaszaHo B TMS
CVMMBOJIOB B KOHLIE HOMepa KapTbl

HacTtpowku neuyatn — pasgen #PrintSettings

PRINTER Bbibop npuHTepa and nevatn yeka | CASHREG/INTERNAL

RECEIPT-WIDTH LHUnpuHa yeka B cumBonax 24-48

FORMATTING Paspewunts cnew. CumBonsl DON'T-USE-ESC/USE-ESC
JononHuTtenbHbIe HacTpouku — pasgen #AdditionalSettings

AUTH-CODE- MonyyeHne Koga aBTopM3aLmmn ¢

FROM- y A prsal YES/NO

CASHREGISTER |*acce!

HacTtporikn nevaTu xxypHana

PRINT-JOURNAL .
onepauun

YES/NO/MISMATCH

Mpumep cdhanna
#tInterface
PORT=COM®@

PORT-SPEED=19200

ARCUSSERVER -IP=192.168.0.101
ARCUSSERVER -PORT=9401
BLUETOOTH-PIN-LENGTH=4

#Network
IP-ON-CASHREG=YES
STATIC-IP=NO
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TERMINAL-IP=192.168.0.10
MASK=255.255.255.0
GATEWAY=192.168.0.1

#Dialogs
DIALOGS-ON-CASHREG=YES

#SpecialMask
SPECIAL-MASK=YES
PAN-START=6
PAN-END=4

#PrintSettings
PRINTER=INTERNAL
RECEIPT-WIDTH=24
FORMATTING= USE-ESC

#AdditionalSettings
AUTH-CODE - FROM-CASHREGISTER=YES
PRINT-JOURNAL= YES

3Ha4yeHUsA No-yMONTYaHUK

PORT=COM@ (Ecnv Ha TepmuHane HeT COMO, To USB (Ha UC32 - COM1))
PORT-SPEED=19200

RECEIPT-WIDTH=24

IP-ON-CASHREG=YES

DIALOGS-ON-CASHREG=YES

PRINTER=CASHREG

AUTH-CODE - FROM-CASHREGISTER=NO

SPECIAL-MASK=NO

PRINT-JOURNAL= NO

1_3 VHTerpauus ¢ KKM

1. Tlpn npoBeneHun GesHannyHoro nnatexa, kaccosoe lNporpammHoe obecneveHne (M0O) dopmupyeT
AaHHble no nnartexy. [laHHble MoryT pasnuyarbes.
e (Obsa3aTenbHble NapameTpsbl:

— Ko onepauuu;
— CcymMma onepauuy B MUHUMarbHbIX eAUHULLAaX BartoTbl;
— KOf BasoThl;

HaumHas ¢ Bepcum, BbinyLeHHOM nocre Hosops 2014 r., TpaH3aKuMA npepbiBaeTcs,
ecrnu ¢ Kacchbl He Gblina nepepgaHa cymma onepauuu

e HeobGs3aTenbHble NapameTpbl:

— KO aBTOpu3auuu [3aBepLueHne pacyeTa rno npegastopusalmul;
— koA ccbinkv RRN [3aBepLueHue pacyeTa no npegasTopusaumm].

B psige crnyyaeB 4acTb MapameTpoOB MOXET He nepefdaBaTbCsl C Kacchl, HO Torda Ux Heobxogumo GyaeT
BBOAMTb Ha TepMUHArne BPYYHY!O.

2. B 3aBucumoctn ot OC KKM:
a. Windows: CobpaHHble kaccoBbiM MO gaHHble MO onepauuy 3anucbiBatoTCst B CTPYKTYpY
UserAuthlint / UserAuthintFull.
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b.

3atem MO kaccbl BbI3biBaeT GyHKUMO ProcessOW u B kayecTBe napameTpa nepegaet
yKkasaTenb Ha 3anofiHeHHy cTpykTypy UserAuthint. BbizoB doyHkummn ProcessOW siBnsetcst
OGrokvpylLWMM. YnpaBneHve guanoramm ¢ KnMeHTOM 1 KacCUpoM nepeaaeTcs MpUIoXeHuo
MAH-nag.

DOS, Linux: Kaccosoe IO ocyuwectBnseT Bbl30B wucnonHaemoro moayns ARCUS2 c¢
nepegayen B kayecTBe napamMeTpoB MepeydncrieHHbIX Bbllle OaHHbIX B yKazaHHOM dopmaTte
(cm. n. 1_4 BoizoB ARCUSZ2), nocne 4ero ynpaBneHue guanoramm ¢ KIMeHTOM U KacCUpOM
nepepgaetca npunoxenuto NMNH-nag n mogynio ARCUS2.

3. B xopge BbINonHeHus 6esHanuuHon onepaumm no 6aHkoBckon kapte us MO MNWH-nag moxeTt ObiTb
3aTpeboBaH BBOA OOMOSHUTENbHbIX JAHHbIX:

o

o O O

kog CVC2/CVV2
PIN kopn

Kog aBTOpum3auun
RRN

Tak e MoryT 6bITb MHULMUPOBaHbI ApYre Auarnoru, CBsidaHHble ¢ NoATBEPKAeHeM/0TKasoM Ui BbiGopom
napameTpoB ornepaLum 13 crmcka.

UHTepdenc BegeHus gnanoroB onpegensieTcss Hactpomkamu moayna ARCUS2 m MO
MWH-nag n moxeT GbITb Ha3Ha4eH Ha Ucnosib3oBaHMe knaBuaTypbl u gucnses KKM
mnu NMUH-nag.

Bcsa TekcToBas nHopmauma nepegaeTca B KogupoBke, 3aBucswen ot OC KKM
(WIN1251 pna Windows, DOS866 ansa DOS u Linux).

4. BO3MOXHbI cneayrouime BapmaHTbl AnarioroB C KaCCUpoM 1 gepxxaterieM KapTbl:

@)
@)
@)
@)

Bonpocebl, Ha KoTopble Heobxoaumo oTBeTUTbL da/Her;

Bbi6op 13 cnvcka 3HavyeHui;

MpurnaweHvne Ha BBOA TEKCTOBOW, UMM YMCIOBON MHpopMaLmu;

A Takke MHOpMaLMOHHBbIE COOBLLEHNST U cO0BLeHnsa 06 omnbkax.

5. Tonbko ansa Windows: BosBpalwaembiM 3Ha4eHnem yHkumnm ProcessOw (), sBnseTcs kog oTBeTa

OT cepBepa (response code). I'IpM NOJNTIOXNTEJNIbHOM pe3yribTaTe BbINOJIHEHNA Onepau i BO3BpaLLaeTCA
«000», BCce ocTasnbHble 3HA4YEHNSA YKasblBalOT Ha TO, YTO OnepaLms He BbINOSHEHa.

Koabl oTBeTOB 3aBUCAT OT TUNA UCMOJIb3YyeMOro NpoLecCUuHra.
ARCUS2 Tak e ncnonb3yeTt BHYyTPEeHHUE KOAbl OTBETOB!:

e 992=0OlMNEPALUA NPEPBAHA KACCMPOM UINN KITMEHTOM

— KJIMEHT UM Kaccup oTKasanucb OT NPOBeAEeHUA onepauum B MOMEHT BeAeHUA
AuvarnoroB Ha NUH-nage;

— YuMnoBas KapTa «OoTKasanacb» OT npoBeAeHMsA PMHAHCOBOW onepauuu (Hanp.
otBeTUna kogom AAC);

— B napameTtpax BbizoBa mogynsa ARCUS oT kaccoBoM nporpammbl Mosy4YeHbl
HegonycTUMble MapamMeTpbl (Hanpumep, HecylecTBYHLWMUIA B MapameTpax
TepmuHana KO BAJIOTbI)

e 998=0OLUNBKA CBA3U, MO3BOHUTE B BAHK - nonbiTka IP-coeauHeHns nuH-naga

C cepBepoM aBTOpMU3aL MM 3aBepLuUnach:

— owwubkon;
— npeBbllWeHneM TaunM-ayToB;
— O0OpbIBOM cOeaMHEHUs U np.
e 999=HET CBA3U C MNMUH-NMAOOM - npo6bnema obmeHa gaHHbIMM nNo RS232/USB
MHTepdency mexay nuH-nagom n mogynem ARCUS Ha kacce:

— 0OpbIB NPOBOAOB UNN HEUCNPABHOCTb Pa3beMOB

— npo6rnema ¢ NnUTaHMeM NUH-Naga

— USB nuH-nag no wuHuumatuBe kaccoBoro [IK nepewen B pexum
3HeprocbepexeHusi (onpepensieTcss HacTPOMKamMu yrnpaBrieHUss NUTaHueM B
BIOS komnbloTepa, Mmogenbsio ucnonblyemoro USB kabens aonsa nogknoveHUs
nuH-naga k MK)
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K K M Ethernet b
<>

MO KKM Arccom.dll
OnnaTta no kapte
CYMMA: XX. XX
&UserAuthint »  ProcessOW
T COM or USB
< rc.out, cheq.out

Puc. 3 Cxema e3aumodeticmgus kaccogoeo 10 ¢ modynem Arcus2 ¢ ucnonb3osaHue ArcCom.DLL

Pesynbtatom paboTtbl mogyna ARCUS?2 asnstoTcs hopMrpoBaHue AByX (Tpex) TEKCTOBbIX halnnos:

®ann koga oteeTa (Hanpumep, RESULT_FILE nnu rc.out), cogepxalumim TpexaHaqyHoe 3HaveHne Koga
oTBeTa oT H6aHka. [Tpy nonoxunTensHOM pesyrnbTaTe BbINONHEHNs onepaummn Bo3spaiyaetcs «000», Bce
ocTarnbHble 3HaYeHWs yKasblBaloT Ha TO, YTO Onepaumns He BbiNOMHeHa (B onepauumn oTkasaHo).

®ann - yek (Hanpumep, cheq.out), cogepxaluii faHHbIe NO onepauuun, Ans neyaTn Ha NpuHTepe B
koampoBke, cootBeTcTBYtoLen OC. dopmat n cogepxanne nHgpopmaumm B daine yeka 6GaHKOBCKOW
onepaumun onpegenseTca HacTpovikamu cneunanuctoB baHka npu napametpusaummn MO TepmuHana.
®ann 4yeka COAEPXKWUT TOMbKO MevaTHble CUMBOMbI U He ynpaBneHus dopmaTtom neyvatn n ESC-
nocrnegoBaTenbHOCTEN.

®ann pganHbix [onuus] (umsa davna gna OC Windows u DOS output.dat, gna Linux output.out),
copepXaluin CTPOKM C AaHHbIMW MO oOnepauun, B KOOMPOBKe, cooTeeTcTBytowen OC (dann
TEeKCTOBbIN). HasHavyeHne n dopmaTt AaHHbIX MO CTPOkam OUKCMPOBAHHLIN (cMm. n. 1_3_1 dopmaT u
cogepxaHue harna gaHHbIx output.dat).

MNpumep
B cny4ae npoBeaeHns ARCUS2 6e3HanmyHoM TpaH3akuum B channe yeka bygeT cogepxaTtbcs 6aHKOBCKUIA

Yek.
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======MpUMEp= YeKa======
OAO "BaHk BTB
Cesepo-3anan”

np. M. losoposa, 4.52

Bank BTE Cesepo-3anan

Tepmunan ROO0O0DD09

16/07/10 13:29 Kaccup:0

Onnata MoKynku
0.02 RUR
Kop oTeeTa: 1
Kop astopwsaywn 404365 B
KapTa 4*******s*++g01g

VISA 01/11
CARD TEST
Yer #114 1.1.4

Onepaumio NoATBEPHKAAD:

(Mognuce kanenTa)
=====KOHeU, NPUMepa=======

Puc. 4. baHkoecKull Yek

[Mpn BO3HMKHOBEHMM MpOrpaMmHo-annapatHoro cbos B hamne koga oTBeTa OydeT copepxatbCsa Kog
owmnbkn, a B hanne Yyeka TEXHUYECKMIN YeK C KOOOM W1 pacLundpOBKOM:

OLUMBKA
Koa ownbku:999 (999)
HeT kona oTeeTa

=====KOHeL, NpUMepa=======

npumMep
999
=====KOHel NpumMepa=======

Puc. 5. Hek ¢ owubkoti

1_3_1 dopmaT 1 cogepkaHme panna gaHHbIx output.dat

000 - kop otBeTa (NNN 000 - 999)

447520******7914 - PAN

RO000009 - Terminal ID (uAeHTUPMKATOpP TepMUHaNa B MJATEXHON cucTeme)
738593 - koA aBTOpU3auuK

VISA - Ha3BaHue Tuna KapTbl

OLOBPEHO - TeKcToBoe coobueHue

500 - CcyMMa TpaH3akuuu (ecnu 6bbina ykasaHa B KOMaHIHOW cTpoke) 5.00p.
12 - HOMep YeKka B TepMuHane

4816DOC8FF699AE1B7638672E880D7943DC95117598971170C1COD921F9AF0O9C
- KpUNTorpamMmma AaHHbIX O KapTe

B pesynbtaTe TpaH3akuuMm TepMuHan hopMUpyeT YeK, KOTOPbI MOXHO pacrneyataTb Ha BHYTPEHHEM
NPpUMHTEpPE TepMUHana UM Ha NpUHTEepe YeKOB, NOOKMIOYEHHOTO K Kacce.

dopmart yeka npu neyaT Ha BCTPOEHHOM NPUHTEPE OnpeaenseTcs HacTporkaMmu cneuvanucTos baHka npu
napameTtpu3auum MO TepmuHana.
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B crnydae ecnu ana ne4vyatu UCnosnb3yeTcd NPUHTeEp, NOAKIMOYEHHbIN K Kacce, TO AaHHble A5 neYaTt MOXHO
Nnony4YnTb HECKOJIbKMMU cnocobamu:

Haneuatatb cogepxumoe charina-deka cheq.out n BbIBECTU Ha 3KpaH AaHHble U3 hanna oTeeTa
rc.out.

KaccoBoe O camocTosiTensHo opMupyeT Yyek 6e3HannyHor onepaumn Ha OCHOBaHWUM OAHHbIX 13
CTpykTypbl UserAuthint.

KaccoBoe MO camocToATensHO hopMmpyeT Yyek 6e3HannyHom onepaumm Ha OCHOBaHUU pe3ynbTUPYIOLLEro
dhaina gaHHbIX output.dat. O6s3aTENbHLIN HABOP AAHHBLIX HA KACCOBOM Yeke, Npu NPOBeAEHMIN onepauum no
BGaHKoBCKON KapTe:

Kop aBTOpM3auum

BantoTta onepauuu

MecTo onsa nognucu knMeHTa

HaunmeHoBaHue, cTpaHa 1 ropo (agpec) ToproBoro NpeanpusaTus?
Kop oTBeTa 1 pacumgpoBka npuymnHbl 0TKasa

Twn kapTbl 1 gata UCTeYeHNs KapThbl

HaunmeHoBaHue obcnyxmBatoLlero 6aHka

EMV gaHHble (npy npoBegeHny onepauum no YMnoBon kapTe)

B cnyyae ucnonb3oBaHus B O KKM caiina yeka, BbinofnHeHne TpeboBaHWI MexXaAyHapOAHbIX MAaTeXHbIX
CUCTEM MO HaNUYMIo W CoOepXaHWt UHOPMaLMM Ha 4Yeke onepauuMuM Mo KapTe OCyLLeCTBRseTcs
cneunanuctamu baHka npu napametpusauun NNH-nag.

B cny4ae ucnonb3osanus B 10 KKM gaHHbix 13 cTpykTypbl UserAuthint unu cdanna gaHHbIX BbINONHEHWE
TpeboBaHWI MEeXOYyHAPOAHbIX MMAAaTeXHbIX CUCTEM MO HaNUYMI0O U COAEpXaHuio WMHPOPMaLMM Ha 4Yeke
onepauun No KapTe A0MKHO BbINOMHATL MO KKM.

VckntoveHune, He Tpebytolee neyatu Yeka, coctaBnsawT kogbl 99x (x = 1...9) — koAbl TEXHOMOMMYECKNX
cboeB unm oTkasoB creHepupoBaHHble ARCUS2, koTopble He SIBNSOTCS kogaMu oTBeTa cepBepa baHka no
6Ge3Hann4Hon onepauum.

1 4 BuizoB ARCUS2

1 4 1 Windows

CtaHpgapTHbIM cnocobom nHterpaummn ¢ KKM Ha 6asze MS Windows siBnsieTcs ucnosib3oBaHne bubnmoTekm
Arccom.dll (cm. pasgen UHTerpaumsa ¢ KKM).

Ons npoepkn paboTel mogynb ARCUS2 nocTtaBnsieTcs BMecTe C 3MyMsiTOPOM KaCcCOBOW Mporpammbl
CommandLineTool. JaHHaa yTunuTa ucnonb3yeTcs Ans MOMHOLEHHOW MNpPOBepkU paboTbl TepMuHana,
nogkntoyeHHoro K NK ¢ OC Windows.

/o[Kod onepayuu KKM] — Onnata, OTmeHa, Bo3epat u T1.4. LindpoBoe 3HaveHne cooTBETCTBYET KOy
onepauun B dhanre «ops.ini».

/c[Kod eantombi] — kof BantoTbl onepaumu.

/a[Cymma] — cymMa onepauuy B MMHMMAIbHbIX eQUHULAX BantoTbl 6€3 TOUKM

/i[Mdenmugpukamop mepmuHana]j - ID TepmunHana go 9 cumeonos (onpegensietca TMC).

/v[Kod aemopu3sayuu] - kop aBTopusaLmum, 6-9 cmsonos.

/r[Ccbinka] — RRN, oo 12 cumBosnos.

/e[[JaHHbIe kapmbl] - LM POBaHHbIE JaHHbIE O KapTe, 64 cumBona

/t[Tpek 2] — BTOpOW TPEK NNacTUKOBON KapThbl

/b[TracelD] — ID npegaBTopusaumm (GocTynHo ¢ sHeapsa 2015r. Tonbko ans npogykta TE_02)
/h[Original Amount] — obwaa aBTopu3oBaHHas cymma (4OCTynHO ¢ aHBaps 2015r. Tonbko Ans
npoaykra TE_02)

/f[Original Date/Time] — gata v Bpems opurinHanbHou MNMpegaBTopmnsanmm (AOCTynHo ¢ sHBaps 2015r.
Tonbko Ang npogykta TE_02)

/gb — npoBepka paboTbl ckaHepa LWTpUX kogoB TepmuHana iSMP (goctynHo ¢ saHBaps 2015 r. Tonbko
ansa npogykrta CTL_03)

/pd — faHHble ANg NpPoBeAeHUS NnaTtexa B CTOPOHY TPeTbUX Nuu, (ZoctynHo ¢ depans 2015r. Tonbko
Onsa npoaykta ¢ kogom TPTP_04)
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e /grN — BbI30B MevyaTn gybnukata deka. N — Homep 4yeka (goctynHo ¢ Bepcun 1O 4.0.2.407 ansa
npoaykta SV_05).

O6Gs3aTenbHbIMK NapameTpamu AnA nepegaum asnarTca: Kog onepauuun, Banota u
cymma.

Opyrve napameTpbl MOryT oTCyTCTBOBaTh. B cnyyae Heo6xogMmocTu TepMuHan
3anpocut HegocTarowyo nHcgpopmauuto (Hanpumep, Homep RRN (Retrieval Reference
Number) ansa onepauun «OTmeHa»). Kaccup BBoAUT AaHHbIe MO NPUrnawleHuto Ha
dKpaHe TepMUHasna unm Kaccbl.

Cneuundmka pabotbl unattended-yctponcts (iUN250, i9500 u ap.) He nogpasymeBaeT
BBOJ, AONOJIHUTENbHOW UHPOPMaLUM KITMEHTOM, NO3TOMY Npu paboTe ¢ TaKUMKU
TepMMHanaMmm Heo6xoguMo nepegaBaTb BCe HEOOXoAMMbIe NapaMeTpbl, Hanpumep,
«Kog BantoTbi» n «Cymmy» npu onepauum «Onnarta».

Mpumep ncnonb3oBaHUSA:

CommandLineTool.exe /o0l /c643 /al2345

- Onnarta Ha 123,45 pybnen, koa BantoTbl 643.

Homep kapTbl 1 CPOK AENCTBMSA MOXET ObITb BBEAEH BPYYHYIO € knasmnatypbl [MH-nag. ns atoro B MOMeHT
npurnawenus Ha akpaHe MNMNH-nag « Bcrmasbme Kapmy» HeOBX0ANMO HaXaTb XKENTY KHOMKY «C».

CommandLineTool.exe /0l /c643 /al2345 /t;1000023000000034=06062011021300000641?

- [llepepava faHHbIX TPEK 2, HAaNpMMep, NPy YTEHMN MarHUTHOW MONOChI Ha knasmnaTtype kaccobl. Onnata
Ha 123.45 pybnen, kog BantoTbl 643, Tpek kapTbl «1000023000000034=06062011021300000641 ».

[aHHble Tpek 2 npeBapsATCst CUMBOSIOM «;» Y 3aBEPLLAKTCH «?».
B cnyyae amynsumm py4Horo BBOAAa AaHHbIE MepeaatTcs crieqyrLlwmm o6pasom:

M[Homep kapTbl]=[cpok peitcTBusa B dopmaTte TMM]?
CommandLineTool.exe /ol /c643 /al2345 /tM1000023000000034=1106"

Arcus2 ucknio4veH us obnactu ceptucbmkaumm Payment Application Data Security
Standards (PA DSS), Tak kKak Npy NpaBUIIbHOW HacTPOMKe Ha XPaHUT U He nepepaeT
OaHHble NyaTeXHbIX KapT B HelwndpoBaHHOM Buge. Micnonb3oBaHue cneumnanbHbIX
Bepcui nporpammbl CAP ¢ BO3MOXHOCTLIO CUMTbIBaHUSA Tpeka kapTbl Ha KKM, TpebyeT
npoBeaeHue ceptudukaumm NO KKM.

Mpwu ncnonb3zoaHun ARCUS HRS CAP ansa npoBepku wncpoBaHHbIX AaHHbIX O KapTe,
wudcpoBaHHbIe JaHHbIe NepeaalrTcA Nocre Kn4a «/e».
Mpumep 3anycka:
CommandLineTool.exe /01 /a2000
/e3AB5E25D6091053EAB71AFAE303B5327F3D713043819649F3D20D11F78A73811
MonyyeHue wWndpoBaHHbIX AaHHbIX HacTpanBaeTcs B MeHIO agMUHUCTpaTopa -
AOMN. HAaCTPOWKM - ucn. wudp. nap. (ncnonb3oBaTh WKpoBaHUEe NapaMeTpoB).
OaHHble wudpyroteca ¢ nomouwbio 3DES CBC. Knrou ansa wudpoBaHus BBogutcs
B OTKpPbITOM Buae B MeHo agMuHuctpartopa — NMUH-nag - ARCUS knrou.

1.4 2DOS

dopmart 3anycka cashreg.exe:
cashreg.exe Kog_onepauun_KKM [Cymma] [MeTon BBOAa kapThl] [Tpek 2]
roe
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Kod onepayuu KKM — onnata, oTMeHa, Bo3BpaT U T.4. 3HayeHue koaa COOTBETCTBYET Koy onepauum
B dpavine ops.ini).
CymMmma — cymma onepauum B MUHMManbHbIX eQuHMLax BanoTbl, 6e3 pasgenvrens.
MeTopn BBOAA KapTbl — 1 CUMBOS:
o ‘K’, ecnv HOMep KapTbl U CPOK FOAHOCTU BBOAWIICH BPYYHYHO.
o ‘R’, ecnu kapTa cunTbiBanacb Ha KrnaBuaTtype Kaccbl.
Tpek 2 — BTOPOW TpeK NNacTUKOBOW KapTbl. ECnn AaHHbIe KapTbl CYMTBIBANUCL Yepe3 cYuTbiBaTENb

Kaccbl (MeToq «R»), TO 4aHHbIE 2-11 AOPOXKM NpeABapATCa CUMBOJSIOM ‘;’ 1 3aKaHYMBAETCsl CUMBOSIOM
‘f)’

Mpumep ncnonb30BaHUA:

cashreg.exe 1 12345 R ;100001100013=0606101360000322?

Onnata Ha 123.45 pybnew kapTa npountaHa Ha kacce (MO KKM).
Ecnn Homep KapTbl BBOAUNcs Bpy4dHyto (MeToq «K»), TO AaHHble npeaBapstoTca cumsonom «M». Homep

KapTbl 1 CPOK rOAHOCTY pa3fensaTcs cMMBOioM «=». Cpok rogHocTu nepegaetcsa B oopmate MMIT.

cashreg.exe 1 12345 K M100001100013=06067

Onnata Ha 123.45 pybnew ¢ py4dHbiM BBOAOM HOMepa KapTbl Ha Kacce.
[ns Bo3MoxHOCTM nepegadn Homepa kapTtbl U3 MO KKM B HacTporkax ARCUS2 B davine cashreg.ini

[0IKHa BbITb ykasaHa nepemeHHast «NO_PA_DSS». B cnyyae ecnu nepemMeHHast He onpegerneHa, To AaHHble
0 HOMepe KapTbl 6yayT NPOUrHOPUPOBaHDI.

O6sa3aTtenbHbIMKU NapameTpaMu ansa nepeaayn saensaTca: Kog onepauuun, BantoTy m
cymmy. [ipyrne napameTpbl MOryT OTCYTCTBOBaTh. B cnyyae Heo6xoammocTy TepMuHan
3anpocuUT HegocTaloLyo nHdopmalmio.
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1 4 3 Linux

[MapameTpbl KOMaHAHOW CTPOKMU:

Cashreg /o[Koa onepauun KKM] /c[Koa BanwTbl] /a[Cymma] /i[WaeHTudukaTop TepmuHana] /v[Koa
aBTopusauumn] /r[Ccoinka] /e[faHHble kapTbl] /t[Tpek 2]

roe:

o /o[Kog onepauuu KKM] — Onnarta, OtmeHa, Bo3spat 1 1.4. LiudpoBoe 3HayeHne CooTBETCTBYET KOOy
onepauun B panre «ops.ini».

Ic[Koa BantoTbI] — KOA BanoTbl onepayumu.

la[Cymma] — cymma onepaumm B MUHUMAarbHbIX eAnHuLax BantoTbl 6e3 pasgenutens.
lilMpeHTudukaTop TepmuHanal - ID TepmuHana go 9 cumsonos (onpegensietcsa TMC).

Iv[Kog aBTOpUM3auun] - kog aBsTopusaumm, 6-9 cMMBOIIOB.

Ir[Ccbinka] — RRN, 0o 12 cumBonos.

le[daHHbIe KapTbl] - LWUNPOBaHHbIE AaHHbIE O KapTe, 64 cumBona

/t[Tpek 2] — BTOpOW Tpek NNacTUKOBOW KapTbl.

B GonbLlUMHCTBE criy4aeB obsizaTenbHbIMI NapaMeTpamy Heobxoanmo nepeaaeath: Kog onepaumm, BanoTy
n cymmy. [lpyrve napamMeTpbl MOryT OTCYTCTBOBATD.

Onsa 3anycka cashreg B OC Linux emy Heo6xogumo Ha3Ha4YMTb NpaBa Ha UCMOJTHEHMe.
Hanpumep: $ cashreg +x cashreg

I'Iepep,al-la OaHHbIX TPEK 2, HanpuMep, npn 4TeHnn MarHuTHOWM NOJoChl Ha KIiiaBnaType KaccChbl:

./cashreg /ol /c643 /al2345 /t;1000023000000034=1106?

- onnata Ha 123.45 pybnen, kog BamtoTbl 643. [JaHHble Tpek 2 npeaBapsalTcs CUMBOMIOM «;» U
3aBepLuarnTcs «?».

B cny4ae amynsiumm py4Horo BBOAA AaHHbIE NepeaarTcs crneayLlm obpasom:

M[Homep kapTbl]=[cpok peiicTBua B dopmaTte TMM]?
./cashreg /ol /c643 /al2345 /tM1000023000000034=11067?

[ns Bo3amoxHOCTU nepegadn Homepa kKaptbl U3 MO KKM B HacTponkax ARCUS2 B dainne cashreg.ini
OorkHa ObiTb ykaszaHa nepemeHHast «NO_PA_DSS». B cnyyae ecnv nepemeHHas He onpegeneHa, To AaHHble
0 HOMepe KapTbl 6yAyT NPOUrHOPVMPOBaHbI.

B 6onblmnHCcTBE cny4vyaeB ob6si3aTenbHbLIMK NapaMmeTpamMmy HeobxoaMmo nepepaBath: Kop
onepauum, BanoTy 1 cymmy. [lpyrue napameTpbl MOryT oTcyTcTBOBaTh. B cnyyae
Heo6XoAMMOCTM TePMMHAI 3anpPoCUT HeJOCTaloLLYy UHGOopMaLMIO

Arcus2 uckntoyeH u3 obnactu ceptucmkaumm Payment Application Data Security
Standards (PA DSS), Tak kKak Npy NnpaBUIIbHOW HacTPOMKe Ha XPaHUT U He nepepaeT
JaHHble NyaTeXHbIX KapT B HelwndpoBaHHOM Buae. Ucnonb3oBaHue cneuunanbHbIX
Bepcui nporpammbl CAP ¢ BO3MOXHOCTLIO CUMTbIBaHUSA Tpeka KapTbl Ha KKM, TpebyeT
npoBegeHue ceptudukaumm NMNO KKM.
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1_5 Hactponkn ARCUS 2 CAP

1_5_1 daunn vHnymanusaumm Cashreg.ini

dann vHMumManb3aumMm BXOAMT B yCTaHOBOYHBIN komnnekT ARCUS2 n nogpobHo onucaH B PykyoBoacTee
no yctaHoske ARCUS 2.

1_5_2 ®aunn ops.ini ana 1ISO8583

dann cootBeTcTBUSA kOoda onepauuun, npegasaemoro ¢ KKM u koga onepauun MNMWH-nag (npumep ang
npoTokonoB Ha 6ase 1SO8583 - OpenWay, SmartVista, Tieto).

C deBpansa 2016 roga ana kacc Ha 6a3e DOS, ncnonb3yrwwmx ceteBon apaneep PC-
TCP, pa6oTtatowmx c MO gna SV, B cnyyae, eCnu Ha TepMUHan NpUMxoauT KOMaHAa, He
nponucaHHasa B ops.ini, HAa TepMUHan HU4Yero He nepeaaetcs, a B nor ARCUS
3anucbiBaeTcs cTpoka «lllegal Command».

| HacTtpowkn onepauumn:

Opcode Opclass Opid Op Name

1= 1, 1, OlMNATA

Op code - kog onepauun ansi Kaccel.

Op class - knacc onepauuu (1 - duHaHcoBbIE, 2 - TEXHUYECKUE, 3 - aAMUHUCTPATUBHbIE).
Op id - ID onepauun.

B Bepcun ARCUS2, BbinyweHHon nocre utona 2014 roga BBeAeH AONONMHUTENbHbIN
Krnacc KomaHpg 8 — KoMaHAbl AUHAMWUYECKOro MEHH0.

Onsa knacca 1:

1 - OP_PURCHASE_SMS - Onnata

2 - OP_PURCHASE_DUAL

3 - OP_PREAUTHORIZATION - lNpegaBTopusaumsi

4 - OP_CONFIRMATION - NoatBepxaeHue

5- OP_UNIVERSAL REVERSAL - OtmeHa (OP_CANCEL)
6 - OP_UNIVERSAL_REVERSAL_ADVICE — OtmeHa (OP_CANCEL_ADVICE)
7 - OP_BALANCE_INQUIRY — 3anpoc 6anaHca

8 - OP_MINI_STATEMENT — MWH® BbINUcka

11 - OP_REFUND - BoaspaTt

12 - OP_CASH_SMS - Bblgaya Hann4HbIX

13- OP_CASH_DUAL

14 - OP_CREDIT

15 - OP_CREDIT_VOUCHER

16 - OP_UTILITY_PAYMENT

17 - OP_BILLING_PAYMENT_SMS

18 - OP_BILLING_PAYMENT_DUAL

Onsa knacca 2:

0 - MNMevaTb xxypHana.

1 - Ceepka UToros.

2 - MeHto kaccupa.

3 - TexHnyeckui pesepcan nocregHen onepaumm.

Onsa knacca 3:

1,2 - CYHXpOHU3aLMS BPEMEHMN.
4 - Ceccua TMS.
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5 - ADMWUHUCTPATUBHOE MEHIO.

[na knacca 8 Op id nonxeH cooTBeTCTBOBaTbL 3Ha4Y€HUIO, yKazaHHOMYy B TMS —
TepmuHanbHbIle rpynnbl — IuHaMuyeckoe MeHro — Kacca (MoXxeT npuHUMaTb 3Ha4YeHust oT
1 no 20).

1=1,1,0MNATA TOBAPA
3=1,11,BO3BPAT TOBAPA

ABTOMaTU3npoBaHHble BaHkoBckue cucrtemsl (ABC)

1=1,12,BbIJAYA HAI.
3=1,14, KPEOUT
5=1,7,3ANPOC BAJTAHCA

OTtenu 1 3anpaBoYHble CTaHUUU

5=1,3,lTPEABTOPU3ALINA
8=1,4,PACHET
9=1,15,CREDIT_VOUCHER

OTmeHbl

2=2,3,0TMEHA MOCNEAHEW

4=1,5,YHNBEPCAJIbHAA OTMEHA
OTyYeThbl 1 3aKPbITUE CMEHbI

6=2,0,0THET
16=2,10,KPATKN/ OTYET
7=2,1,CBEPKA NTOIoB

CneuuvanbHble yHKLMK (COBMECTUMbI CO cneunanbHbiMu Bepcuamu MO nuH-naga)

10=2,4,YTEHVE KAPTbI

11=9,2,YTEHVE KAPTbI2

12=9,7,UTEHVE KAPTbI3

12=9,3,UTEHVE KAPTbI4

60=2,20,3ANMPOC WTPNUXKOOA — noggepxka ckaHepa wTpux-koga TepmuHana iSMP. Tonbko ans
npogykta ¢ kogom CTL_03. MNogpobHee cm. Universal EMV POS, pykoBoacTBo agmuHuctpatopa. (ArcomDIl
oT 8.12.2014 u BbILwe).

CneumanbHble hYHKLMKU —TECT CBSA3U C CEpBEepPOM aBTOpM3aLmu

51=2,6, TECT COEOVMHEHUNA C XOCTOM - ncnonb3yeTcs AN NPOBEPKM CBA3M ¢ BAHKOM, HO npwu

3TOM NPOBEPSIETCH TONbKO BO3MOXHOCTb COEAUHEHNSI C HUM, 6e3 aBTOpM3aLIMM Ha XOCTe, OTNpPaBKM

0,138,MMATEX emy KomaHAbl 1 NeYyaTn Yeka.

55=9,8, TECT CBA3UN TUETO - komaHaa TecTa CBSI3M C XOCTOM (HavuMHasi C Bepcuu, BbIMyLLLEHHON nocne
aHBaps 2015 r. gaHHas KomaHna yoaneHa).

56=2,18 TECT CBA3WM SmartVista - komaHga Tecta CBA3MN C XOCTOM - aBTopu3auusd, otnpaska echo

3anpoca, neyaTb Yeka No pesynbtaTtam (HayMHasa ¢ Bepcuu, BbinyLeHHoW nocne sHeaps 2015 r. gaHHas
KOMaHAa BbIMOHAET TakK e OTnpaBKy COOOLLEHMSI HA XOCT).

MeHO U agMUHUCTPATUBHbIE onepauumu

13=2,2,MEHIO KACCVPA
99=3,5,CJTY>KEBHOE MEHIO
100=3,4,CECCUA TMC

HononHutenbHble PYHKLUU
80=3,1,CUHXPOHUM3ALINA BPEMEHIN
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2,21,MH®0O TEPMUHATA

214=2,14,nevaTb aybnukarta yeka (Tonbko Ansi npogykta SV_05)
- [insi nepBoWi CTPOKK: eCcnv B KOMaHAHOW CTPOKe MpucnaH kog onepauun 1, To OyaeT BbINorHEHA nepBas
onepauus nepsoro knacca (OP PURCHASE SMS), Ha akpaHe 0yaeTt otobpaxeHo Ha3BaHue «OMJTIATAY.

Kak npaBuno, uameHeHus B gaHHoMm cpanne TpebyOTCA TONLKO B TOM cllyyae, ecnum
NocTaBLMK KACCOBOro NporpaMMHOro obecnevyeHms B npouecce MHTerpauum
ucnonb3oBan gpyrve Koabl onepawum.

16=2,19, OTNOXEHHAA OMNEPALNA (SV).

1_5_3 YUteHune kapTtbl gna 1ISO

B TepmuHansHom MO onpefeneHbl HECKOMNBKO KOMaHA Ang YTEeHUs KapT:

2,4 — yTeHne marHuTHOM kapThbl (track1 n 2)

9,2 — aHanorn4Ho 2,4. [lo6aBneHo Ans COBMECTMMOCTM co cTapon SmartVista
9,3 — aHanornyHo 2,4, HO CHXeHbI TpeboBaHUA K hopmaTy TPEKOB

9,7 — YTeHNe MarHUTHOWM U YUMOBOW KapThbl

TepmyHan Bo3BpallaeT 3HadeHMe HOMepa KapThl KMMeHTa B MacKMpoBaHHOM Bupae. B GonblunHcTBe
Crny4aeB BO3BpallalwTca MepBbiX 6 w/unu nocrnegHne 4 undpbl, OOHAKO BO3MOXHbl OCOOEHHOCTM B
3aBMCMMOCTM OT DaHKa.

Ecnu npu uwHTerpauum Heobxooumo paboTatb C NOSHbIM HOMEPOM KapTbl (MM SHAL) Heobxogumo
ncrnonb3oBaTh CrneumanmanpoBaHHyto coopky MO, koTopas He MackupyeT AaHHble — NpefocTaBnseTcs no
3anpocy. B aTom crnyyae kaccoBoW koOMnaHuMKM HeobxoauMMo MMeTb cepTudmkaT Payment Application Data
Security Standards (PA DSS).

B cnyvae HeobxogmmocTu paboTbl C KapToW pekoMeHA0BaHO ucrnonb3oBatb HRS Bepcuto nnaTexHoro
codpta n ArcCom.dll, koTopble WnNdpyOT AaHHble kapTbl No 3DES anroputMmy (NOAAEPXMBAETCHA TOMBbKO B
Windows).

1_5_4 dann ops.ini gna Compass+ n SPDH
1=0,128,(SPDH) OMJIATA MOKYMKU
3=0,130,(SPDH) BO3BPAT
8=0,133,PESEPBUPOBAHUE
9=0,134,MOATBEP>XEHVE PESEPBA
10=0,224,(SPDH) OTMEHA NMOCNELHEWN
11=0,161,3AKPbITVUE CMEHbI (SHIFT)
12=0,162,3AKPbITUE IHA (DAY)
13=0,187,MEYATb XXYPHAINA
21=0,144,KOPPEKLINA MOKYTKM
22=0,225,(SPDH) OTMEHA MO YEKY
23=0,147,KOPPEKLMSA MOMONHEHUA HANMYHBIMMA
24=0,148,KOPPEKLSA BbIOAYM
25=0,136,3AMNPOC BEAJIAHCA
26=0,132,BbIOAYA HATIMYHBIX
28=0,142,MEPEBO[ C KAPTbI HA KAPTY
29=0,143,MOMNONHEHWE KAPTbI HANIMYHbLIMW
30=0,176,KOMNA MOCNEQHEIO YEKA
31=0,177,KOMNA YEKA MO HOMEPY
32=0,179,JJOKANbHbLIE UTOIU
33=0,182,0ETAINN EMV
34=0,186,0BLLMM XXYPHAN
96=0,166,TECT CBA3N
97=0,167,(SPDH) 3ArPY3KA NMAPAMETPOB
98=0,50,MEHIO KACCUPA
99=0,53, ADMUHNCTPATVUBHOE MEHIO
100=0,204,TMS
120=0,160,3AKPbITUE MAKETA (BATCH)
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CneumanbHblie KOMaHAb!

0,138,MIATEX — komaHaa Anst OTNpaBKM NraTexa B CTOPOHY TpeTbux nuu, (Tonbko Ans npoaykta TPTP_04).

1_5_5 daunn rc_conv.ini

B channe rc_conv.ini (dbparmeHT) 3anonHseTcs Tabnuua npeobpasoBaHus koga oteseTta yctporictea NMNH-
naj B ko otBeTa Heobxoaumbln ana KKM.

K npumepy, ecnu Heobxoammo 4Tobbl ko otBeT 001 3anuceiBancs kak 005, a ko otBeTa 123 kak 843, T0O
Ons 9Toro B dpann rc_conv.ini Heobxoammo fo6aBuTb CTPOKM B crieaytollem opmare:

[Kon otBeTa MWH-nap]=[Koan otBeTa KKM].

Hanpumep:

001=005
123=843

[obaBneHve aTux CTPOK O3HayaeT 4To, B crnyyae ecnu MNMNH-nag npuckinaet kog otBeta «001», To koA
oTBeTa OyaeT 3ameHeH Ha «005», ecniuv xe ko oTBeTa «123», TO B ¢hanin oTBeTa OyaeT 3anncaHo «843».

B cnyyae ecnu B dpavine rc_conv.ini gaHHbIA kog OTBETa OTCYTCTBYET, TO OyAeT UCMNOSfb30BaHO 3HAYeEHME,
nony4eHHoe ¢ NVH-nag.

HekoppeKkTHble AaHHble B chaine rc_conv.ini MOryT npuBecTu kK HeBepHoun o6paboTke KKM
KOAO0B OTBETOB TepMMHara v nocrneayrwmm (puHaHCOBbIM NMocrneacTBusiM. Pa3paboTymku
1 agMmuHucTpaTopbl MO KKM gomkHbl npegnpuHATL Mepbl No 3awmTe ¢hanna rc_conv.ini
OT HECAHKLMOHMPOBaHHbIX U3MEHEeHUMN

1_5_6 daunn rc_res.ini

B canne Rc_res.ini (pparmeHT) 3agatoTca KOAbl OTBETa NPOLIECCHHra.
B dpaine 3anonHsieTcst Tabnmua cCooTBETCTBUIN KOOOB OTBETA U MHOPMALMOHHbLIX COOOLLEHNI, BbIBOAUMbIX
Ha akpaH. CTpoku daina nmMerT creaywmin dopmarT:

[Kon oTBeTa]=[TekcToBoe coobueHue]

000= OpobpeHo

001= OpobpeHo

002= OpgobpeHo

003= OpobpeHo

004= OpobpeHo

005= OpgobpeHo

006= OpobpeHo

007= OpobpeHo

008= OpobpeHo

009= OpobpeHo

050= OrTkas

051= KapTa npocpoyeHa
052= Jlumut PIN ncuepnaH
053= Yyxasa agMm. kapTa
054= HeT Gnoka cekpeTHOCTU
055= HeBepHas onepauus

Noapo6Has uHcopMaLms no cogepkumMomy hasfioB MHMLMANU3aLMM HaXoauTCs B
uMetlowemcs y Bac T3 Ha pa3pa6GoTKy unu BHeOPEHUIO NMpoeKTa.

© ingenico

ARCUS 2 / PykoBoacTBO agMuMHUCTpaTopa GROUP



Mpun pa6oTe ¢ OC Linux perynupyetca donarom USEORIGINALRC B c¢aine cashreg.ini (cm.
1.3.3 ®ann Cashreg.ini).

1_6 JKcnnyaraumg

1_6_1 VHterpauunsa ARCUS2 CAP c NO KKM

ARCUS 2 CAP B pesynbTaTe gopaboTtok kaccoBoro MO cTtaHoBUTCA gononHuTenbHbiM mogynem MO KKM,
pacLUMPSIIOLWLMM BO3MOXHOCTU dOyHKLMOHMpoBaHusa MO KKM B nnaHe BbINOMHEHUS] pacyeToB MO GAaHKOBCKUM
KapTam npu NpoBedEeHUU onepauuii onnatbl TOBAPOB WM YCINYyr B TOProBbIX W CEPBUCHbLIX MPEanpUATUSX 1
OCYLLECTBMEHUS Onepauuin co cHeTaMu KIMEHTOB B oTAeneHusx baHkos.

1_6_2 BupTtyanbHas knaBmnaTtypa

Ons Toprosbix Tovek ¢ MO KKM Ha 6a3e Windows, npu B3ammogencTsum ¢ npoueccuHramm WAY4 Card
Management System, CTL, SmartVista (BPC), Tieto, Cortex, TITP, ¢ wona 2014 roga poctynHa
mMoandmumpoBaHHas Bepcus 6nbnmMoTekn, B COCTaB KOTOPOW BXOAMT MOAAEPKKA BUPTyarbHOW KraBuaTypbl
ONsi BBOAA AaHHbIX B pexunme paboTbl C KaCCOW.

Puc. 6. BupmyanbHas knagsuamypa

Mpy nomoLm BUPTYanbHON KnaBMaTypbl BO3MOXHO OCYLLECTBNSATbL BBOL, CNeAYHOLUNX OaHHbIX:
e  LMdPOBON BBOA — PeAaKkTUpoBaHue;

e BBOA/pepakTupoBaHue IP- agpecos;

e BBOA/penakTupoarHne HEX.

1_6_3 Cnocobbl 1 NepUoaNYHOCTb KOHTPONA NpaBunbHOCTU paboTsl 10

KoHTponb 3a npaBunbHoCTbi0 pabotel ARCUS 2 CAP ocyuwectBnsieTcas B paMKkax KOMMIIEKCHOro
TexHnyeckoro obcnyxmBaHusa akBavpuHra banka B TCI1, TexHn4ecknMmn cneuyuanncTamm cnyxb aksampuHra
OaHKOBCKMX KapT CO CTOPOHbI MpoueccuHra u dupmbl npoussoautens ARCUS 2 CAP Ha ocHOBaHWM
cTaTUCTMYeckon nHdopmaumm no cbosim, koTopas noctynaeTt m3 npoueccuHra baHka n ot IT-cneynanmcTos
TCI.
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B cnyyae nonyyeHus yBegomrieHuss oT npomsBoguTens kaccosoro 10 o Bbixoge 0OHOBREHWUMA
cywecTByowen Bepcum kaccooro 1O wunm Bbinycke NpuHLMNManNbHO HOBOW Bepcuu kaccosoro [10,
OCYLLECTBMSOTCS MeponpuUaTUS MO KOHTPOSIK0 COBMECTMMOCTM HacTpoek Mmoayns ARCUS 2 CAP u
BbIMOMTHEHWIO TECTOBbIX UCMbITAHUIM Ha CTeHAE KaccoBOn koMnaHuu unu B TCIT.

B cny4yae Bbixoga o6HoBReHU cyuiectBytowen Bepcun ARCUS 2 CAP unu Bbinycke NpHLMNUanbHO HOBOM
Bepcun ARCUS 2 CAP, OCyLLECTBMSILOTCS MEPOMNPUSATMS MO KOHTPOSIKO COBMECTMMOCTU MHTepderica u
HacTpoek moaynsa ARCUS 2 CAP 1 BbINOSIHEHMIO TECTOBbLIX UCMbITAHWI HA CTEHAE KaCCOBOW KOMMaHWUM v B
TCI.

1_6_4 ABapunHble cuTyauum n cnocobbl X yCTpaHeHus.

[Mpn BO3HUKHOBEHUWN aBapWHbIX CUTyauWi (3aTUpaHusa Unu yaaneHus KpuTnyecknx annos M3 coctaBa
ARCUS 2 CAP, kpaxa NO wnnn OC) TtexHunyeckummn cneumanuctamm TCIT n cnyxbbl Tex. obcnyxunsaHus
3KBaMPUHra, OCYLLECTBISOTCA MEPONPUATUSE MO BOCCTAHOBMEHMIO U HacTponke moaynsa ARCUS 2 CAP wu
BbINMOJTHEHMIO MYCKOBbIX UcnbITaHui B TCI.

lMpn BO3HWKHOBEHWUW aBapUNHbIX CUTyauun (C60eB Mpu BbINOMHEHUN (PUHAHCOBBLIX U aOMUHUCTPATUBHBIX
onepauun no OaHKOBCKMM kKapTam) TexHuyeckumu cneumanuctamm TCI n cnyxObl Tex. obcnyxuBaHus
3KBaWpUWHra, OCyLLeCTBASITCA MEPONPUATUS MO aHanu3y NpUYnMH cO0EB Ha OCHOBAHWMM AaHHbIX M3 alinoB
nornpoBaHus ARCUS 2 CAP, cocTaBreH 0 OTYETOB MO BbISIBNIEHHLIM MPUYNHAM U Nepedava nHdopmaumm B
cnyx0bl MOAAEPXKKM MpPOrpaMMHbIX NPOAYKTOB W AenaptaMeHT paspabotkm MO ARCUS 2 CAP ansa
npoBefeHnss paboT no ycTpaHeHuto owmbok MO ARCUS 2 CAP u Bbinycky OBHOBMEHMS, MoOcre 4ero
NMPOUCXOAUT BbIMOMHEHWE OTNAA0YHbIX, TECTOBbIX M MYCKOBbIX WCMbITAHU B chyxbax TecTupoBaHUs
npoussogutens ARCUS 2 CAP n s TCI1.

1_6_5 OnucaHne oparmeHTOB hanna nora

e USE_JL ON\OFF - cooTBeTCTBYET BKNIOYEHHOMY M BblkNtodeHHoMmy napameTtpy USEJL B cashreg.ini.
MapameTp curHanuavpyeTt 06 MCMOMb30BaHMN HECKOMbKMX IOPUAMYECKUX NWL Ha TepmuHane. Ecrnin
napameTp BKMIOYEH — B JOr rnepefaeTcsl 3HaveHwe, ykasaHHoe B usejl.txt (nopsakoBbii HOMep
BMpTyanbHOro TepmuHana unun TerminallD):

USEJL ON, value=00010145

e Bepcus coopkn ArcCom.dll

Build date:
Tue Dec 23 17:56:01 2014

1_7 CneunansHble Bepcun ARCUS2 CAP

CywectBytoT peanumsaumm ARCUS 2 CAP pgns kaccoBoro [10  pasnuyHbiXx Npou3BOAUTENEWN,
noAAepXKusatoLLme UHAMBUAYaNbHYH NOrMky paboTbl.

Peanusauns MmoxeT OCyLLeCTBNATLCA NyTeM BHECEHUSA n3MeHeHuI B bubnuoteky ARCUS2, nobasneHuem
OONONHUTENbHBLIX (hannoB HacTpomkn u  np. B HekoTopbIx cnyvasx HeobxogMmo MCnonb3oBaTb
MOAMMULNPOBaHHbIE BEPCUM NATEXHOro npunoxeHusa Universal EMV POS ¢ nogaepXkon 4ONONHUTENbHbIX
PYHKLUNA.

1_7_1 IO KKM DKLINK ¢ pacyeTom CKMAOKM HA TepMuHane

[aHHaa mogudmkauusa npegHasHadeHa ang npoaykra ¢ kogom SPDH_03.
Mpn onnate GaHkoBckoW kapTon ¢ BIN, npuHagnexawum onpeneneHHoMy AuanasoHy, HauvucnsieTcst
ckmgka. Ecnv BIN kapTbl He nonagaeT B AnanasoH, onfarta NpoBOANUTCS 0ObIYHBIM CMOCO6OoM.
JononHutensHble HACTPOVikn onnaTbl ApKyc-2 Nnpon3BoaaTcd B cpanne arcus.cfg.
o Ckngku npu onnate Apkyc-2: 0 — BbIKMOYEHbI (MpocTas onfnara — N0 yMOMn4yaHui), 1 — BKMOYEHb!
(onnaTa co ckugkon 6aHka).
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e Kop BanioTbl: N0 ymonyaHuto — 643 (pybnu).
e [lpusHak marasuHa, B KOTOPOM yCTaHOBMeHO obopyanoBaHue: 0 — cynepmapkeT (no ymonyaHuto, 1 —
rmnepmapker.

B uyeke moxeT ObITb TONbkO ogHa onnata ARCUS2 co ckugkamu BaHka He3aBUCMMO OT COCTOSIHUS
napameTtpa «PaspelunTb CMeLlaHHy onnaTty», T.e. eCnv B Yeke eCTb HanMyHas onnarta, To Henb3sa Jo6aBnTb
onnaty Apkyc-2 n HaobopoT, ecrniv B Yeke ecTb onnarta ApKyc-2, To Henb3sa Ao6aBuTb Apyron Tvn onnatbl. Yek
[omkeH BbITb NOMHOCTLIO onnayveH Tunom onnatel ARCUS2.

Mpn onnate co ckuaokon GaHka NOMUMO OBbIYHBIX NapamMeTpoB KaccoBbin Moaynb (KM) gononHuTenbHO
nepegaet ABa napameTpa:

e /dmin[cymMa CKMAKM B KONENKax] — MUHUMarbHas CymMa CKUAKN MO BCEMY YEKY.

e /dmax[cymma ckugkm B konewnkax] — npu pabote B runepmapkete MakcumanbHasg CymMa CKUOKU;
/dmax[cymma TOBapoB Ha KOTOpble pacnpoCTpaHseTcs ckuakal — npu paboTe B cynepMapkeTe cyMmma
TOBapOB, HA KOTOPbIE pacrnpoCTpaHAETCsa cKkuaka.

e /a - cymma 4yeka B Kornerikax 6e3 cKuaok.

| Tlorvka pacyeTta CKMaKu
1. Pac4yeT cymmbl aBTOpPM3aLINN:

Ona rmnepmapkera

Cymma, nepegaHHas B napamMeTpe /a, yMHOXaeTcs Ha pa3mep CKuakv no GaHKOBCKOW KapTe, Mocne Yero
onpeaenseTcs 4ONyCTUMOCTb NPeAoCTaBneHns NoNyYmBLLENCS CKUOKM ncxonsa u3 napameTtpos /dmin v /dmax.
Ecnu paccuntaHHbI OUCKOHT nony4uncs meHee /dmin, To NnpegocTaBnseTcs ckugka B pasmepe /dmin, ecnm
paccyMTaHHbIV AUCKOHT nonyynncs 6onblie /dmax, To NpefocTaBnseTcs AUCKOHT B pa3mepe /dmax, Bo BCeEX
OpYrvx cny4vasx npegocTaBnseTcs AUCKOHT, onpeaeneHHbIn TePMUHaNoM.

Ona cynepmapkeTa

M3 cymmbl, nepegaHHoON B napameTpe /a BbluMTaeTcd /dmax, YyMHOXEHHas Ha pa3mep CKMOKM No KapTe
BaHka. Ecnv paccunTaHHbIN ANCKOHT nonyyuncsa meHee /dmin, To npedocTaBnsaeTcs ckiaka B pasmepe /dmin,
€CN1 paccyYTaHHbIN OUCKOHT nony4mrcs 6onble /dmax, To NpefocTaBnseTcd AUCKOHT B pa3mepe /dmax, BO
BCEX APYrux Cry4yasx npegocTaBrnsieTcs AUCKOHT, onpeaeneHHbli TEPMUHAIoMm.

Mpumep 1:

B yeke 0OblYHBLI TOBap Ha KOTOPbIN BO3MOXHa ckuaka B auanadoHe ot 0 go 8%, knueHT Brageet
ONCKOHTHOM KapTon 5%:
/a13100 /dmin655 /dmax1048

Mpumep 2:

B yeke ¢ eguHCcTBEHHBLIM TOBapom ctomMocTbio 131.00 py6., Ha KOTOPLIA YCTAHOBIIEHO OrpPaHUYeHne no
ckngke 8% (T.e. MakcumanbHO JOMYCTMMas ckuaka Ha gaHHbIn ToBap — 8%), Mara3uH npefocTaBnsgeT CKUOKy
5%:

/a 13100 /dmin655 /dmax1048

/dmin655 = (131.00 * 5%) * 100

/dmax1048= (131.00 * 8%) * 100

Mpumep 3:

B yeke TONbKO aKUMOHHbIN TOBap, T.e. orpaHuyeHmne no cknake — 0%, He AonycKkaeTcs CKMAKa Ha ToBap:
/a13100 /dmin0 /dmax0
e KaccoBoe IO, nocne nony4yeHnst CyMmbl aBTOpMU3aLMm, BbINOSHAET 06paTHbIN pacyeT U pernctTpupyet
MPOLEHT BbINOMTHEHHOW CKUOKM B XXypHarnax paboTbl kacchbl.

1_7_2 10 KKM JATAKPAT c pacyeTom CKMAKN Ha Kacce

[aHHaa moandvkaums npegHasHaveHa ansa npoaykra ¢ kogom OW_cless.
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| Tlorvka pacyeTta CKMaKu

1.

2.

Mpun Bbi3oBe BesHanuyHom onnatel Ha KKM, kaccoBoe MO nepenaeT Ha moaynb Universal EMV
POS/ARCUS2 Habop gaHHbIX C yKa3aHWeM Tumna onepaumm, koga BantoTbl U CyMMbI.

Kaccup cuntbiBaeT KapTy Ha TepMuHarne, KOTopbI B xoge 06paboTku AaHHbIX, ecnv Heobxoanmo,
3anpalumBaeT AonorHUTeNbHble 4eNcTBUA, Hanpumep, seo MNNH.

TepmuHan doopMmnpyeT 3anpoc NTOroBOW CyMMbl onepaunn, B Kotopom nepegaet Ha KKM nepsble
6 umdp PAN kapTbl 6€3 CneLcnumBooB.

KKM, nonyumB 3anpoc, B3anmogencresyeT ¢ ANCKOHTHbIM MOZYIEM KacCOBOW CUCTEMbI C Lierbio
pacyeTa UTOroBor CyMmMbl onepauuu. NonyyeHHyro cymMy Kaccup NOATBepXaaeT Ha Kacce.

Ecnn cymma nogTteepxaeHa, TO OHa nepefaeTcs TepMmuHany, B MPOTUBHOM cCriyyae ornepauus
cbpacbiBaeTcs 1 Ha TepMUHan NocbinaeTcs OTMEeHa NPoBeAeHNs TPaH3aKLun.

[Mocne nonyyeHuss HOBOW CyMMbI, TEPMUHAN hOPMUPYET TPaH3aKLMOHHbLIA NakeT u oTnpasnseT
3anpoc Ha 6aHKOBCKMI XOCT.

Mony4yeHHbIV OT GaHka oTBeT, obpabaTtbiBaeTca TepmuHanom 1 Ha KKM nepegatotcs pesynbraThl
aBToOpM3aLmK, a Takke obpas veka.

B cnyyae ecnu KKM He nonyuyuna oTBeT OT TepMuHana B Te4eHve 3a[aHHOro NMpoMexyTka BpemeHu, a
Takke €ecnM HeT BO3MOXHOCTM pacrnedaTaTb 4eK O COBEpLUEHHOM onepauuun, kaccoBoe [10 [OosmkHO
VHALMMPOBATL BbIMOSIHEHME onepaumn «TexHudeckuin pesepcany». Onepaumst «TexHUYeckuii pesepcan»
npegHasHaveHa Ans OTMeHbl NocneaHel onepawumm, oTNpaBfieHHON Ha BbIMOSIHEHWE Ha TepMUHar.

| WNameHeHna B uHtepgence ARCUS2:

[ns nepepaynm kacce nepBbiX LIECTU UMdP HOMepa KapTbl U nepedadvym HOBOW CYMMbl TepMuHany, B
nHTepdenc mudnmnotekn «arccom.dll» gobaBnsieTcs crneayoLwmii Bbl30B:

/*!
* \brief describes Callback-function for calculation of net amount.

*

* \param [in] pan - pointer to buffer witch contains first 6 digits of PAN (null-terminated
string)
* \param [out] newamount- pointer to buffer for storing new amount (must be null-terminated
string, maximum length of string is 12 chars)

* \return - 1 if transaction must be continued

* \return - @ if transaction must be terminated

* %/
typedef int (__cdecl *cbUpdateAmount)(const char pan[7], char newamount[13]);

/*!

extern

*
*
*
*

\brief Sets callback-function for calculation of new amount.

\param [in] func - pointer to callback-function.

*

/

nen

__declspec(dllexport) void __cdecl SetAmountUpdateCB(cbUpdateAmount func);

¢yHKuMﬂ Nno3BOJIAET nepenaTtb yKadaTellb Ha(byHKuMD,KOTopaﬂ HenocpeacTtBeHHO B3aMMOﬂeﬁCTByeT C
OWUCKOHTHbIM MOAYIeM KaccChbl, U paCCHUTbIBAET HOBYHO CyMMY onepauunn.

HaunHasa ¢ Bepcum 6ubnuoTtekn, BeinyLieHHow nocne gespansa 2015 roga, 4nsa KOHTPoNs Bbi3oBa OyHKLUN
SetAmountUpdateCB go6aeneHbl criegytoLlve Bo3BpaLlaeMble 3Ha4YEHUS:

/*!
* \brief Sets callback-function for calculation of new amount.

*

*
*
*
*

extern

\param [in] func - pointer to callback-function.
\return @ - callback was setted
\return 1 - callback was NOT setted

*/

ne

__declspec(dllexport) int _ cdecl
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SetAmountUpdateCB(cbUpdateAmount func);

B octanbHom MHTEepdenc GubnmnoTekn He MeHsieTCs.

Bbi3oB (hyHkumm «SetAmountUpdateCB» HeobxoaMMo BbINOMHATL Kaxabli pa3 nepepn Bbl30BOM YHKLUN
«ProcessOW». B npouecce BbINOMHEHUSA TPaH3aKLMKM, NOCre Nofy4YeHus NepBbIX WeCTU Lmdp HOMepa KapThl,
moaynb Universal EMV POS/ARCUS?2 BbI3oBeT (pyHKUMIO, yKasaTenb Ha KOTOpYHo Obin nepedaH B KayecTse
napameTpa yHkumm « SetAmountUpdateCBx». [Npu atom 6 undp HoMmepa kapTbl 6yayT nepeaaHsl B napameTpe
«pan». PyHKLUMSA JOMKHa BEPHYTb KOA OTBETA 1, 1 HOBYIO CYyMMY B NapameTpe «newamount» Ans npoaorKeHns
onepauun, nnu kog oteeta 0 Ang npepbiBaHUA onepauuu.

q)YHKLI,VIOHa.H pacyeTa CKUOAKU U UTOroBOM1 CYMMbI KaCCOBbIM MPUNOXEeHNAM He NPUMEeHUM
K onepauyunam no 6EeCKOHTaKTHbIM KapTtaMm.

1_7_3 BoaBpat 6e3 npeabsiBleHns KapTbl

HaHHbI dyHKLMOHan goctyneH ans npogykta SPHD_03.

®PyHKUMOHAN peanu3yeT BO3MOXHOCTb nposefeHus onepauun «OTmeHa», «Bosspat» n «3aBeplueHuns
npegasTopmusaLMny no Koay aBTopusaummn 6e3 KapTbl KNMeHTa B pexunme paboTbl C KaCCOW.

Tak Kak B >XXypHane onepauumn XpaHUTCSA TOMbKO HOMepP KapTbl M CPOK AENCTBUS, onepaumn «Bosspat» u
«3aBepLueHns npegasTopmMsanumn» No Kogy aBTopusaumm BbIMOMHSATCSA TONbKO B peXume py4yHoro BBoga (6e3
OaHHbIX TPEKOB U AaHHbIX EMV).

Ons onepaunn «OTmeHa», «BosBpat» n «3aBeplueHus npegasTopmsaunmn» B pexnmMe paboTbl C Kaccon
TepmuHan obpabaTbiBaeT MOMyyYeHHble C KacCbl KOA4 aBTopu3auuu, CymMmy 1 4 nocregHux umdpbl HOMepa
KapTbI6.

Ons onepaumm «OTMeHa» MOMCK BbINOMHAETCA MO TpeM napameTpam (KO4 asTopusauun, cymma, 4
nocnegHux undpsl Homepa kapThbl). [1onck NPoM3BOAMTCA MO TeKyLlemy BUusHec-aHIo.

Ons onepaunn «BosepaT» u «3aBeplueHVs npegaBTopu3auum» MOUCK BbLINOMHAETCS TOMbKO MO Kody
aBTopusaumMn n 4 nocnegHum umudpam Homepa KapTbl, @ MOlydeHHas C KacCbl CyMMa MCMonb3yeTcs npu
npoBeAeHUn HoBon onepauun. [onck NPonsBoAUTCS MO BCEMY XXypHan TPaH3aKuMn B namaTv TepMuHana,
BKIIOYas onepawmmn no GU3Hec-AHAM, MO KOTOPbIM YKe ObINo BbINOMHEHO 3aKpblTUE OHS.

Ecnu onepauusa B xypHane HamgeHa, TO TepMmHan BbINONHSAET onepaunto 6e3 HeobxoanmocTu BBOAA
KapTbl KNMeHTa.

Ecnu onepauusa He HangeHa, TO TepMuHan npogormkaeT paboTy No cTaHAapTHOMY CLiEHapuWIo: 3anpocuTb
KapTy knueHTa (4ns onepauun «Bosepat» u «3aBeplleHne pacdeTay») unvM HoMep 4eka (ans onepauumm
«OTmeHa).

Ecnu ogmH nnm Heckonbko napameTpoB (KO4 aBTopu3auun, cymma, 4 nocnegHmx uudpsl Homepa kapTbl) He
ObINy NoNy4YeHbl TEPMUHANIOM, TO NOUCK TPAH3aKLMKM BbiNonHseTcs 6e3 Hux (Hanpumep, No Kody aBTopu3aunm
N HOMepY KapTbl UNX MO KOAy aBTopu3auum n cyMMme).

[ns onepaumnn «Bo3spat» n «3aBepLueHne npegasTopusanumny TEpMUHaN NCNOMNb3yeT CYMMY, NONYHEHHYIO
¢ kaccbl. Onepaumnsa «OTMeHa» NPON3BOANTCS TOMBKO Ha MOSMHYK CyMMY.

Ons peanusauun dyHKumMoHana pedpaboTaHa cneunanbHas Bepcus DLL.

Onsa nepegaym koga aBTopu3aUmnm 1UCNONb3yeTcst KOHCTPYKUMS Buaa /VXXXXXX_X (npoben 3ameHseTcs

nogyepknuBaHnem).
e [Ina wHTerpauum yvepe3 CommandLineTool npu nepegave npoben 3ameHsieTcs MogvepkuBaHuUEM
VXXX XXX _X

e [Insa nHTerpaummn Yepes 6nbnmoTeky ko4 aBTopm3auum 3anuceiaetcs B none "UserAuthint.authCode"
6e3 kakmx NMbo nNpeobpasoBaHUN.

Ona nepepayun 4-x nocnenHux undp Homepa KapTbl UCNOMNb3YeTCH KOHCTPYKUMS Bruga /tDXXXX:
e [Inda nHTerpauum yepesd CommandLineTool (XXXX - nocnegHue 4 undpbl HoMepa kapTbl) /tDXXXX

6 TepmuHan fommkeH ObITb HACTPOEH ANS Nepefadn Ha Kaccy Kak MUHUMYM 4 nocrneaHunx uudp Homepa kapTbl
B OTKPbITOM Buae
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e [Ina vHTerpaunn Yyepes 6ubnuoteky B none "UserAuthint.pan” sanuceiBaetcs 3HadeHune suga (XXXX -
nocnegHue 4 undpbl Homepa KapTbl): DXXXX

Mpnmep KomaHabl Arcus?:

CommandLineTool.exe /o6 /a22222 /tD6416 /v669993 B
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2 ARCUS 2 HRS CAP

Mporpammubin npoaykt Arcus 2 HRS CAP (Hotel Reservation Service Cash register Application) — aT0
Moaudukaums nporpammHoro npunoxeHns ARCUS 2 CAP, nonHOCTbIO NogaepuBatoLLas Bce ero yHKLUN.
Arcus 2 HRS CAP paspabotaH cneumnansHO Arisi TOProBO-CEPBUCHbLIX NPeanpuaTui, cneuuduka paboThbl
KOTOpbIX CBsi3aHa C HeobXoaMMOCTbIO MPOBOAUTL MIATEXHble onepauum 6e3 npeabsBreHust GaHKOBCKOM
KapTbl.

OCHOBHbIE pasnuyus:

Mpn npoBegeHun 6e3HanmyHoro nnatexa B Bepcun Arcus 2 HRS CAP kaccosoe MO B 0OMNOMHUTENBHOM
none mMoxeT nepefaBaTb KPUNTOrpaMMy OaHHbIX KapThbl:

e HOMep KapThbl;

®  CpOK [ENCTBUA KapTbl.

LHUndppoBaHme AaHHbIX OCYLLIECTBASETCS C UCMOSb30BaHMEM MpeaBapuTEnbHO 3arpy>XeHHOro Kroya.
[Ona peanusaunn [ONOMHUTENBHBLIX (YHKUMA B NnatexHoe npunoxeHne Universal EMV POS ans
TepMuHanoB Ingenico Ha nnatdopmax Telium 1,2 n Unicapt32, BkMtoYeHb! ABa OOMNONHUTENBbHbIX NMYyHKTa:
o «[MMHMAL» — «Kntoyu ARCUS».
o «BknioyeHne nepepaym 3awM@pPOBaHHbIX OaHHbLIX» (TOYHOE HaMMEHOBaHWE MOXET MEHATbCS, B
3aBucmmocTm oT Bepcum [M0).

ARCUS2

MO KKM + MnaTtexHoe

ARCILIS 2 HRS CAP NpUoXeHune

Puc. 7. Cxema pabombi ARCUS 2 HRS CAP

[Mpy BbINONHEHUM pekoMeHOAauun Mo HACTPoWKe, B COOTBETCTBMM C «PyKOBOACTBOM MO BHEAPEHMUIO
ctaHgapTta PA DSS», ARCUS 2 HRS CAP cooTBeTCTBYeT TpeboBaHusiM cTaHgapTa 6e3onacHocTn PA DSS.

HecmoTpst Ha To, YTO Ha Kaccy OaHHble KapTbl nepedatoTcsa B 3alimdpoBaHHoM Buae, MO KKM Takke
OOIMKHO ObITb cepTUcMLMpoBaHo Ha COOTBETCTBUE cTaHaapTy PA DSS.

Komnnekt 6ubnuotek ARCUS 2 HRS CAP peanusoBaH B Buae DLL caninoB v npegHasHayeH AOnis
ncnonb3oBaHus Tonbko B OC cemerictea Windows.

HacTtporika n akcnnyatauma ARCUS 2 HRS CAP aHanoruyHa Arcus 2 CAP.
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3_Mogynb AC1

[Ona vHTerpaumm cuctem aBTomaTusaumm ToproBnu Ha nnatdopme 1C: 8.2 ¢ TepmuHanamu Ingenico
paspaboTtaH moaynb «O6paboTka OkBanpuHra ARCOM-Arcus2» (ganee AC1).
Wcnoneays komnoHeHTy AC1 Kaccosoe O 1C B3aumogericteyeTt ¢ Arcus 2 CAP.

- i ARCUS2

- €

;‘iiﬂi' =§

| e—

L o 71

'I-I (c’:ﬂ AC1 + MnatexHoe
ARCUS2CAP npuoXxeHve

Puc. 8. Cxema pabombsi Modyns AC1

AC1 npencrasnsieT cobor BHeLLHIO 06paboTky 06cnyxmBaHUsa TOproBoro 06opynoBaHus, paspaboTaHHY0
B COOTBETCTBUM C TpeboBaHusmMu upmbl 1C, He MCNOMb3yeT HUKAKMX BHELLIHUX KOMMOHEHT CTOPOHHEro
npoussoauTens.

B komnnekT moctaBku BXoAWUT psd HacTpoeudHbix channos anga MO Arcus2CAP, HacTpavBalowmii ero Ha
paboty ¢ 1C.

MopgknoyeHne n HacTporika ToproBoro o6opyaoBaHus npondeoantca ua npunoxeHusa 1C. KomnoHeHta AC1
nepegaeTcs Monb30BaTeN B MCXOAHbIX KOAAX W MpUM HEOBXOAMMOCTM MOXeT ObiTb ajanTtvpoBaHa nog
TpeboBaHus 3akasyuka cneumanuctamm 1C.

B naHHOM goKyMeHTe onucaHa HacTponka Mogynsa AC1 ansa TexHoONorn4yeckomn
nnaTtcgopmbl 8.2.15.294 n Bbiwe. B 3aBucumoctn ot pegakumm NO 1C yctaHOBKa M
HacTpoWka MoryT oTnuM4yaTtbcs. B cnegylowem pasgene onvcaHa yctaHoOBKa Ans
crneaylowWmMx pegakuumn:
BapuaHT noctaBku A:

1C: YnpaBneHue Toprosnemn pea. 10.3 (10.3.13.2) n Bbiwe

1C: Po3Huua pep.1.0. (1.0.15.6) u Bbiwe
BapwuaHT noctaBku b:

1C: YnpaBneHue Toprosnemn pea. 11 (11.0.7.13) n Bbiwe
1C: Po3Huua pen.2.0. (2.0.3.17) 1 Bbiwe
1C: YnpaBneHue Heb6onbLwon cdompmon pea.1.3. (1.3.2.5) n Bbiwe.

Ona apyrux pepakuun n npoayktos 1C MoxeT noTpeboBaTbLCA AopaboTka Ha cTopoHe 1c.
[Ons yTouHeHus aeTanen obpaTuTtech B Hally cryX0y noaaepXku: support@ingenico.ru.

3_1 lNpuHuunn paboTbl MeXaHM3Ma

BapuaHT noctaBku A:

MexaHuam npefctaBnsieT coboW BHELWHOW 00paboTky ob6CnyxmMBaHMA TOProBoro 00OOpyAoBaHMS,
pa3paboTaHHyto B COOTBETCTBUM C TpeboBaHusamu pmpmbl 1C. Bepcns APl 2.0.5. MexaHn3m He ucnonb3yet
HUKaKMX BHELUHWX KOMMOHEHT CTOPOHHEro npom3BoauTens. Tonbko o6bekTbl, noctaBnsembie OO0
«Mrxenvko». Ona cesasm c¢ MNWH-nag ucnonbdyetcs COM-06bekT «ArcCom.PCPOSTConnectorObj.1»
pacnonoxeHHbln B «ArcCom.dll». B coctaBe naketa nocrtasnsatoTcs dannsl HacTpoek ansa ARCUS2, koTopble
ncnonbaytoTtes ans padotsl ¢ 1C.

BapuaHT noctaBku b:
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MexaHuam npefcrtaBnseT coboVi BHELLHIOK KOMMOHEHTY, pa3paboTaHHyto Mo cTaHgapTaM TEXHONOornu
COM. B cocTtaBe nakeTa nocraenstTcs annbl HacTpoek ansg ARCUS2, koTopble UCNOMb3YTCA A5 paboTbl
¢ 1C n gpyrue cannbi.

3 2 Bo3MOXHble 0COOEHHOCTU 1 OLLUUNDKK

3_2_1 lMpobnembl Npy NOAKIHOYEHUM

Ecnu nocne 3aBepLUeHNs OCHOBHOIO 3Tana yCTaHOBKM BMECTO coobLLeHUs: «T0ToBO» Ha 3KpaHe NosIBMIOCh
coobueHne 06 owmnbke, MPUUNHBE MOTYT ObITb CregyroLwme:

Ons BapnaHToB nocTtaBku A un b:

MO «VHXeHMKO» He YCTaHOBMEHO WM YCTAaHOBIIEHO HEBEPHO — He 3apermcTpuMpoBaHO B CUCTEMHOM
peecTpe. BeinonHuTe cnepyoLwme 4encTBns:

e Haxopsce B kaTanore yctaHoBkyn ARCUS2 nepevigute B katanor «DLL».

e BbinonHute komangy regsvr32 ArcCom.dll.

e [lormkHO NosiBUTbLCH coobLleHne 06 ycneLHon permcTpaumm.

gﬂﬂ BapuaHTa NoCTaBKU b:

e [10 ARKOM-1C Connector He ycTaHOBIIEHO UK YCTAHOBIIEHO HEBEPHO:
e Haxopgsacb B nanke yctaHoBkn «ARKOM-1C Connector» BeINONHUTE KOMaHAY:
regsvr32 SBRFCOMODbiject.dll
e [lpoaHanuanpyiite ownbKy, ecnv oHa noasutca. MHorga ons paboTbl KOMMOHEHTbI MOXET He XBaTaTb
npae nonb3oBatensa Windows nnu obHOBMNEHUI ONepaunoHHON CUCTEMBI.

3_2 2 B 1C He peanun3oBaHbl CEPBUCHbIE DYHKL MM

B nporpammax 1C wTaTHO He peanv3oBaHbl ABe BaXKHble CePBUCHbIE (DYHKLMM «3arpy3ka napameTpoB»
N «OTMEeHa nocrieqHen TpaH3aKLumn.

gﬂﬂ BapuaHTa NoCTaBKU A:

OTn PyHKLMN pa3paboTymkn MexaHmama peanusoBanu B opMe napameTpos.

e CepBuc — ToproBoe 060pyaoBaHue - NOAKIIOYEHME 1 HACTPOIKa TOProBoro 06opyaoBaHus.
o 3aknagka «OKBaMpPUHIoBble CUCTEMbI»
o Buibepute « MHXXEHUKO»

e Haxmute «lMapameTpbi»

o Haxmute «DyHKUUU»

Onsa BapmnaHTa nocTtaBku b:

3TN PyHKUMM pas3paboTUMKM MEXaHU3Ma peannsoBanu B AONOMHUTENbHOW obpaboTke.

o MeHio AomuHncTpupoBaHue — pasgen «Cepsucy - «[nobanbHble 4ONONHUTENbHbIE 06PabOoTKM»:
o «CepBucHble yHKUMK akBanpuHra APKOM»

]

HacTpoiku dbyHKUMN Ana 060mMX BapuaHTOB NOCTaBKU:

3arpy3Ka napamMeTpoB 3arpyxaet B NH-naa napamMeTpbl NPOUEeCCUHIOBOro LeHTpa.
OTmeHa nocnegHen onepaunn oTMeHAET NoCNegHI NOKYMNKY, caeJlaHHYH Mo KapTe.

MpoucxoauT oTMeHa TonbKo hakTa onnaThbl B 6aHKe.
OdeHbrn Bo3BpaLlaloTcs Ha KapTy KNueHTa.
OokymeHT npogaxu B 1C, ecrnu oH cyLLecTBYeT, He OTMEHsieTCsl.

Mpu ycnelwHoM BbINONHEHUM onepaumn OyayT pacneyaTaHbl CIUMN-Yeku.
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3 2 3 OxugaHue

Ecnn Ha akpaHe 3eneHoe okHo ¢ coobuieHnem «YXKE OTMEHA» n ngeT Bpems, 3Ha4nT 3KBaAMPUHroBas
cucTema XOeT HaxaTtus kHomku Enter oT nonb3oBaTtens.

e Ecnu Enter He BygeT HaxaT 40 MCTEYEHUS BPEMEHU, CUCTEMA BEPHET OLINOKY «HET Koaa oTBeTay.

e OTO WTAaTHOE (PYHKLMOHMPOBAHME CUCTEMBI.

4 HTerpauua yepe3 RS232 nnu USB

B 3aBMCMMOCTM OT MOAENN UCNONb3yeMoro TepmMuHarna ero nogknoyeHne kK KKM MoxeT ocyLlecTBnsaTbLCA
nnbo yepes nocnegoBartesnbHbI NOPT RS232, nnbo k USB nopTy.

B cnyuae, ecnu ceTeBoe nogkntoyeHne kK 6aHKOBCKOMY NMPOLECCHHTY NpeanonaraeTcs OCyLecTBNSATh Yepes
obopynoBaHne KKM, TO Ha Henm poneH ObiTb YCTaAHOBMEH CeTeBOW WHTepdelnc, 4Yepe3 KOTOpbIN
obecneuymBaeTca OocTyn B ceTb. [logkmdeHne K MNpOLIECCHMHTY BO3MOXHO Takke 6e3 yvactua KKM, a
HenocpeacTBEHHO OT TepMuHana, B TakOM cllydae HeOoOXOAMMO Hanuune kaHana CBs3u, K KoTopoMmy Byaet
NOAKMIYeH TepMuHan.

Ha KKM gormkHa 6bITb ycTaHOBIEHa onepaumoHHas cuctema Windows 98/2000/XP, kaccoBoe 10, a Takke
naket O Arcus Il.

Mpwn nogkntoyeHnmn TepmuHana Yepes nopt USB Ha KKM pomxeH ObITb yCTaHOBMNEH ApaniBep BUPTYarbHOMO
COM-nopra.

B nogknoyaembil TepMmnHan OOMKHO ObiTb 3arpyxeHo nporpammHoe obecnedeHue, Bepcusi KOTOPOro
3aBMCUT OT TUNa BAHKOBCKOIO MPOLIECCUHTa, a Takke KOHPUIypaLUMoHHbIe bansbl.

4 1 Cxewma B3anmogeuncteua c O KKM

Mpn npoBeaeHnn BesHannyHoro nnaTexa, kaccopoe N0 gomkHO cchopMMpoBaTh AaHHbIE MO MNaTexy:
o Kop onepauuu;

e Kop BantoThl;

e CymMMma onepauum B COTbIX JONSAX.

CobpaHHble kaccoBbiM 10O aaHHbIE MO onepaumu 3anuceiBatoTcs UM B cTpykTypy UserAuthint. 3atem MO
Kaccbl JOIMKHO BbI3BaTh OMGnNunoTeyvHyo dyHkuuio ProcessOW, B kadyecTBe NnapameTpa nepenas el ykasaTterb
Ha 3anonHeHHyo cTpykTypy UserAuthint. BeizoB doyHKUMM ProcessOW sBnsieTcst GrioKMpyoLwmMMm, ynpaBneHme
Amnanorom c kaccupom nepegaetcsa npunoxenuto NUH-nag.

B xoge BbINnonHeHus onepauumn MoryT ObiTb 3aTpeboBaHbl BBoA koga CVC2/CVV2, seog MNMNH-koga. Bes
TekcToBasi MHpopmaumsa nepegaetcsa B koguposke WIN1251.
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5_HwuskoypoBHeBasa MHTerpauus

MO KKM moxeT B3anmogencteoBaTh ¢ [NMNH-nag 6e3 ncnonesosaHus 6ubnuotekn ARCUS2. B atom cnyyvae
B O KKM pomxHa 6bITb peannsoBaHa nonHas nogaepxka npotokona ARCUS2.

MNH-nag gormkeH GbITb HacTpoeH Ha paboty ¢ KKM B cooTBeTcTBUM C JoKymeHTOM «ARCUS2 ans
WHTEerpaumm ¢ KaccoBbiMU pelueHuamMu - PykoBoacTBo Mo yctaHoBke, n. 3.2. [NepekniodeHve TepMuHana B
pexum paboTel ¢ kaccony. Yctponcteo (MNH-nag), nocne BknoyeHus nutaHna u 3anycka 1O HaxoguTcsa B
COCTOSIHUM OXUOAHWS KOMaHAbl Havarna npoBeaeHns onepauumn Nno HaCTpoeHHOMY kaHany cesasu (RS232, USB,
TCP ...).

Mocne nonyyenns komanabl NMAH-nag nepexoanTt B akTUBHbBIN PEXUM 1 HAaYMHaeT 06paboTKy 3anpoLLeHHON
onepauun. B npouecce BbINOnMHeHUA ycTponcTBo oTnpasBnseT Ha KKM komaHnabl OTKPbITUSA TEX UMUN UHbIX
pecypcoB, YTEHUs U 3anucuy, neyaTn n oTobpaxeHus pasnuyHbix guanoros. lNpucnaHHas komaHga AofmKHa
ObITb 06paboTaHa Ha KKM, nocne yero gomkeH ObiTh BoipaboTaH OTBET Ha KoMaHAy v oTnpasneH Ha [H-
nag.

B koHue kaxpgow onepauuu NMUNH-nag oTnpaBnseT KomaHOy 3aBeplueHusl onepauuy, nocne oTBeTa Ha
KOTOpYHO, onepauunsa cumtaeTcs 3aBepLueHHon 1 yctponctso KKM gormkHO 3aKkpbiTb BCE OTKPbITbIE B MpoLiecce
pecypcbl. Onepaumns cumTaeTcs 3aBepLUEHHON.

PesynbTaTt BbINOMNHEHNSI onpegensaeTcs no 3Ha4YeHUo Koga oTBeTa NPUCaHHOro cneumanbHOM KOMaHaon ¢
MNH-nag-a. OTcyTCcTBUE B NpoLecce BbINOMHEHNS onepaunm nogobHON KOMaHabl CHMTAETCa OTpULaTENbHbIM
pe3ynbTaToM BbINOMHEHMSA (Onepauusa 3aBepluuMnacb C HEUM3BECTHOW owwubkon). Tak ke B npouecce
npoBeAeHns MOXeT BbITb NPUCNAHO HECKOMNbKO TakMX KOMaHg, B 3TOM Cryvae B KayecTBe 3HayeHus Koga
OoTBETa Mcnonb3yeTcs nocnegHee npucnaHHoe MNMH-nag-om.

KKM PIN Pad
Hauyano onepauuu
KomaHga Havana onepaumm
>
P KomaHga oT nuH-naga
~
OTBeT Ha komaHay
>
KomaHga oT nuH-naga
OTBeT Ha koMaHay -
v
KomaHpa 3aBepLueHust onepauum
OTBeT Ha kOMaHay
>
Onepauuns 3aBepLueHa

Puc.9. Obwas cxema e3aumodelicmeusi

OnucaHve HWU3KOYPOBHEBOrO MPOTOKOMA B3aMMOLEWCTBUSA MNPefoCTaBnsieTcs Mo 3anpocy B Cryxoy
TeXHU4YeCcKom NoAAepPXKKM Ingenico.
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6 Arcus NET Server

Arcus NET Server obecneuvBaeT B3anmoaenctsne mMexay nnatexHbiMy TepmuHanamu n KKM, kotopoe
MOXeT ObITb OpraHn30BaHO B ABYX BapuaHTax:
e Vv.1.3 —Tonbko Yepes TCP/IP.
o Vv.2.0 —yepes TCP/IP n (unu) annosbsii obmeH.

C oktA6psa 2014 roga npy BHEOPEHUU HOBbIX MPOEKTOB UCMONb3yeTCcA
Arcus NET Server v.2.

MHdopmaumsa o Bepcun Arcus NET Server otobpaxkaeTcs B niore npu ctapte cnyxobl. Mo ymonyaxuio nor
pacnonoxeH B aupektopumn "C:\ArcusNET Server\logs".

e Vv.2.0: "INFO r.i.s.ServerApp [main] Arcus NET Server(Version: 2.0 BETA Rev. 363) by Ingenico LLC.

e Vv.1.3: "INFO [main] - Initializing Arcus IP Server v1.3alpha"

Arcus NET Server 310 oTAenbHbIV NporpaMMHbIv NpodykT. OanH cepep MoxeT obenyxusaTtb 4o 50 KKM-
MWH-nag’.

6 1 Arcus NET Server v.1.3

Arcus NET Server v.1.3 BbICTynaeT B kKa4eCTBE MPOMEXYTOYHOro cepBepa, Heobxoanmoro Ans cobnogeHns
TpeboaHui PA-DSS, 3anpeLiatoLlmx TepMmmHany npuHuMmath Bxogdawme TCP/IP coeguHeHus.
MoxeT BbITb MCNONBb30BaH B CNEAyLWUX CUTyauUnsX:
e ansa uHTerpaumin ¢ KKM, peannsoBaHHbIX MO CXEME KTOHKUIA KITUEHT»;
e and cnyyaes, korga Heobxoammo nogkmountb MWH-nag k KKM npu nomowwm Ethernet (ecnm wnx
HEBO3MOXHO MOAKNIOYMTE Hanpsamyto no USB nnv COM).

MpunoxeHne MOXeT ObITb YCTAHOBMNEHO HA TEPMUHANbLHBIN CEPBEP, UMW Ha OTAENbHLIN cepBep. B 0bomx
cny4vasix Ha cepBep OoJKeH ObiTb ycTaHoBreH Arcus 2 CAP.

' CepBep yaaneHHoro ﬁ
@ [ocTyna Kacc

Universal Kacca
EMV POS ‘ (TOHKI/II/I KIMEHT)
é__ TCP/IP HPD TCP/IP : —
Universal ARCUS2 NET Server ARCUS? K?CC&
EMV POS (TOHKMI KNWUEHT)

Puc. 10. Cxema pabombsi ARCUS NET Server v.1.3

Mpun ncnonbsosaHum Arcus NET Server cyLlecTByeT HECKONbKO CXeM paboTbl:
OpHa KKM, oguH MAH-nag;

OpHa KKM, Heckonbko MAH-nag;

Heckonbko KKM, oaun MNMAH-nag;

Heckonbko KKM, Heckonbko NMAH-nag.

Bce nogkntoueHuns «KKM <-> MWH-nag» npouncxogat no Ethernet. YnpaBneHue nornkon NoaKNHYeHnn
npoucxoauTb C MOMOLLLI0 hopMUpOoBaHUS odepeen (dannel pinpads.conf, cashregisters.conf, server.conf).
[ns ycTaHOBKM 1 HACTPOWKMU NporpaMM, HeobxoamMMo nocriefoBaTeNbHO PELLUMTL HECKOMBKO 3aday:
e YcTaHoBKa Arcus2 Ha cepBep yAaneHHOro 4ocTyna Kacc.

7 YkasaHo Konm4yecTBo Ana 6asoBoi nuueHsun. [ns yBenuyeHus yucna kacc notpebyetcs paspaboTka mep
aAMUHUCTPATMBHOIO XapakTepa v AOMOSHUTENbHOE Harpy304HOe TeCTMPOBaHWe
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e YctaHoBka Arcus NET Server n ero HacTponka.
e [logknioveHune yctponctea NMH-naa, HacTporka Ha paboTy ¢ kaccom

CepBep Arcus NET Server v.1.3 HanucaH Ha Java n TPEBYET JRE He Huxe 1.5

6 _1 1 ®ann Server.conf

OCHOBHOWM KOHGUIypaLVoHHbI doaist COAEPKUT CreaytoLmne HacTPOKK:

e server.interval=500 - ViHTepBan B MUnnncekyHgax, C KOTopbiM cepBep 0OHOBMSET CBOE COCTOSIHME.
Uem meHblUe - Tem Bonblle Harpyska Ha mnpoueccop, Yyem bonblue, TeM OH MeAneHHee (Oonblue
OCTaHaBnuBaeTCs, Hanpumep).

e server.pinpads.pooltype=stack - Ctpaterun nogdopa csoboaHbix yctponcts NNH-nag ns ovepenn:

— none - ogHa oyepedb MakcMMym oauH ceBobogHbin MAH-nag.

— (queue - lMepBbin coeamHuBwniics cBobogHbin MNH-nag - nepebiM HadmMHaeT obcnyxuBaHue
npvwenwen TpaH3akumm.

— stack - lNMocnegHun coeamHmBLumiica ceoboaHbi MNH-nag - nepBbiM HaunHaeT obcnyxuBaHve
npuwegwen TpaH3akumn.

Ecnu NMUH-nap, yacto cam no cebe neperpyxaeTcs UNu He3annaHMpPoOBaHHO pBeT
coeAuHeHMe C cepBepoM, 3aMeHUTe 3HaveHue stack.

e server.pinpads.idle=10000 - lNMNH-nag pa3 B 1 cekyHAy nocbinaeT "ping" Ha cepeep, NOATBEPXKOAET,
4YTO OH roToB Kk paboTe. 3HayeHWe napameTpa - Bpemsi nocne KoTtoporo cumtaetcs, yto MNWH-nag
pasbes3aunrcs.

e server.pinpads.binds=192.168.10.98:9301, 192.168.10.98:9302, 0.0.0.0:1234 — HacTponka
BXOASLLMX NOPTOB cepBepa ns yctponcts MNAH-nag. Yepes 3ansaTtyto nepevncneHsi:

[IP agpec]:[PORT] ¢ koToporo 6yayT npuHumaTtecs coeagnHeHmns NMUH-naa.

— IP agpec - agpec cepBepa/vHTepderica Ha KOTOPOM NPUHUMAEM COEANHEHMSI.
PORT - nopT KOTOpbIN CryLlaemM.

IP agpec=0.0.0.0 - Bce agpeca cepsepa.

e server.cashregisters.binds - Toxe, 4To 1 server.pinpads.binds, Tonbko 45 Kacc.

Onsa Bepcun Windows u Linux ycTaHaBnMBarOTCA cneayolime napamMmeTpbil:

e server.named.authTimeout=10000 - TanmayT (B TbICAYHbIX Aonsx cekyHAbl. 10000=10 cekyHn)
nonyyeHus «Arcus ID» ot kaccel unu NMWH-nag (napameTp ucnone3dyetcs npu paboTte cnewmansHOn
Bepcuu npoTokona Arcus2, onTUMU3MPOBAHHON ANst paboTbl B MHOrOMOMb30BaTENbCKOM PEXMME).

e server.named.pinpads.binds=0.0.0.0:9303 - aHanorumyHo server.pinpads.binds, 3a wncknyeHnem
TOro, YTO NepeymncrieHHble CEPBUCHI TPEDYOT HanMung B npotokorne «Arcus ID».

e server.named.cashregisters.binds=0.0.0.0:9304 - aHanornyHo server.cashregisters.binds, 3a
WCKIMIOYEHMEM TOTO, YTO NMepeYmncrieHHble cepBUChl TPEDBYIOT Hanuuus B npoTokone «Arcus ID».

6_1_2 dann Pinpads.conf

Copepxut HacTporiku ovepegen NWH-nag nnu nynos.

e PPAD 1=192.168.10.112:9301, *:9303 — lNWH-nag c IP agpecom 192.168.10.112 npuwegwmnn Ha
nopt 9301 O6yneT nobasneH B nyn (o4epedk) c HazBaHveM PPAD_1. Tak ke B oduepenb 'PPAD_1'6ynet
nobasneH nobon NMUH-nag npyweawmii Ha nopT 9303 (*:9303).

e PPAD_2=*:9304, 192.168.10.114:* - B ouepeab PPAD_2 6yanyt nobaBneHbl:

— *:9304 — nobon NMWH-nag, npuwepwwnii Ha nopt 9304.
— 192.168.10.114:* - nto6ou MNMNH-nag, npuweawui c IP 192.168.10.114 (ManoBeposTHasi cCUTyaLms).
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MNH-nag 6ynet gocrtaBaTbCs U3 ovepesen, No Mepe noctynneHms 3anpocos ¢ KKM B cooTBeTCcTBUM C
server.pinpads.pooltype B server.conf.
K kakon kacce, kakas ovepefb onpeaensietcs dawnom cashregisters.conf.

6_1_3 dainn Cashregisters.conf

dann Cashregisters.conf cogepXxuT HaCTpPoOnKM oyepeam Ans kacc.

192.168.10.212:9402=PPAD_1 - kaccy, npuweauwyto c IP 192.168.10.212 Ha nopT 9402, obcnyxuTt
MWH-nag n3 ouepean PPAD 1.

192.168.10.213:*=PPAD_2 - kaccy, npuweguwyto ¢ IP 192.168.10.213, He BaXHO, Ha KakoW nopT,
obcnyxut NMUH-naa n3 ouepean PPAD_2.

*:9404=PPAD_2 - Bce kacchbl, npuwieawne Ha nopt 9404, obcnyxut NMNH-nag ns ouepean PPAD_2.

Ecnun Ha MoMeHT coeanHeHus npunoxeHns ARCUS B ouyepeamn HeT cBOGOAHbLIX YCTPOUCTB
MWUH-naa, coeanHeHne mexay KKM 1 cepBepom pa3spbiBaeTcs.

Ecnu k cepBepy nogkntoueH Bcero oguH NUH-nag n ¢ HUM coeguHsieTca nogpsaa ogHa U Ta
e Kacca, a coeAuHeHne Npu 3TOM NOAHUMAETCHA 4OCTAaTOYHO ObLICTPO, TO CepBep MOXeT
He 3ameTuTb ocBo6oauBluica NMUH-nag n npuHMMaTb TpaH3akuumn Yepes ogHy. Ansa
n3beraHmsa Nnogo6GHON CUTyaLn peKOMeHAOBaHO NPOBOAUTb TPaH3aKLUM Yepe3 Kakon-T1o
BpPeMeHHON UHTepBarl.

OnucaHHasa cutyaumusa HE nosBunacb Ha CommandLineTool.

6_1_4 dann Log.conf

Cepsuic nuLwieT noru B katarnor logs.

ArcuslPServer.bootstrap.[[daTa].log - 3anyckn, ycTaHOBKM cepBuca. He HacTpamBaeTcs.
ArcuslIPServer.log - HacTpauBaeTcs Yepes log.conf.

B koHdurypauum no ymonyaHuio Ans npocToTbl HACTPOWMKM pa3pelleHbl Bce ip agpeca Ans
NOAKINIOYEHUN:

- NopTtbl ana NMUH-nap 9301, 9302; ip — ntobbIe;

- MopTtbl ana KKM-POS 9401, 9402; ip — ntobble.

Mpn HavanbHOM HacTporke pekoMmeHayeTcs noaknounTe oauH [MH-nag no npeaycTaHOBMEHHLIM
HacTpoMkaM, a 3aTeM YCMOXHATb CXeMy MOAKMYeHMs (Ucnonb3oBaTh CTaTUdeckme ip, YeTko obo3HavaTtb
nopTel, paboTtaTb C o4yepeasamu).

MopapobHee o norMpoBaHuK B java:

http://logging.apache.org/log4j/1.2/manual.html

http://www.vipan.com/htdocs/log4jhelp.html
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http://logging.apache.org/log4j/1.2/manual.html
http://www.vipan.com/htdocs/log4jhelp.html

6_1_5 lNpumep HacTporkn ARCUS NET SERVER v.1.3
OgHa KKM n oauH NMUH-nag

HACTPOWKUN CEPBEPA.
Cashregisters.conf

*:9401=PPAD_1

Pinpads.conf

PPAD_1=*:9301

Server.conf

server.interval=500
server.pinpads.pooltype=stack
server.pinpads.idle=10000
server.pinpads.binds=0.0.0.0:9301
server.cashregisters.binds=0.0.0.0:9401

Arcus NET
Server v.1.3
ip: 192.168.10.209

ETH

PIN Pad Cashreg.ini:

PIN Pad IP — DHCP PORT=ETH

IP cepsepa: 192.168.10.209 ADDR_IP=192.168.10.209
MopT: 9301 PORT_IP=9401

b b ot o h mm s mm o mm o mm s mm o mm s mm s mm o mm s

Puc. 11. lNpumep Hacmpolku cepsepa 1 KKM-1

3

WH-nao
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Heckonbko KKM u Heckonbko MUH-nag

Arcus NET
Server v.1.3
ip: 192.168.10.209

"
I ETH 11 . ETH
ETH . . ETH | ETH

I pos [ 1] - | POS

. KKM | = * I KKM

I 11 .

. Cashreg.ini: * * Cashreg.ini: | Cashreg.ini:

I PORT=ETH | poRT=ETH + | PORT=ETH

. PIN Pad ADDR_IP=192.168.10.209* * PINPad  Appp 1p=192.168.10.209 | | PIN Pad _

|  PORT_IP=9401 " PORT Ip=9a02 * | ADDR [P=192.168.10.209
- . - . PORT IP=94xx

« PIN Pad IP — DHCP * * PIN Pad IP - DHCP PN PadIP — DHCP

| ip cepsepa: 192.168.10.209 I 1ip cepaepa: 192.168.10.209 " ip cepeepa: 192.168.10.209

LlopT 2301

HACTPOWKWN CEPBEPA.

Cashregisters.conf
*:9401=PPAD_1
*:9402=PPAD_2

Pinpads.conf
PPAD_1=*:9301
PPAD_2=*:9302

Server.conf
server.interval=500
server.pinpads.pooltype=stack
server.pinpads.idle=10000

server.pinpads.binds=0.0.0.0:9301, 0.0.0.0:9302...
server.cashregisters.binds=0.0.0.0:9401,0.0.0.0:9402

" " Mopt: 9302
—

I MAanT: ORvy
|

Puc. 12. lMpumep Hacmpoliku cepsepa (bonee odHol KKM (ARCUS2) u 6onee o0Hozo MNH-nad)

Kaxpgasi kacca paboTaeT co cBouM oTAenbHbIM ycTporicTBoM MNH-naa, aTo gocTuraeTcs 3a CHET HACTPOWKK

Heckonbkux ovepeaenn PPAD_1 n PPAD 2, ...

ARCUS 2 / PykoBoacTBO agMuMHUCTpaTopa
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6 2 Arcus NET Server v.2

Arcus NET Server v.2 cneuuanbHO paspaboTaH pAnis KOHTposibHO-kaccoBbix MawuH (KKM) ¢
OorpaHu4eHHbIMU pecypcamu. Ero ocHoBHoe oTnuvume — nepefada napameTpoB OT KacCbl TepMuHany npwu
nomoLum gannoBoro oomeHa. lNomoraeT CoKpaTUTb KONMYECTBO OYHKLWIA, BbINONHAEMbIX Ha KKM.

B3avmopencTteme mexay nnatexHeiMy TepMmyHanamn u KKM moxeT GbITb OCHOBaHO B AByX BapuaHTax, -
dannosbii 00MeH nnu yepes TCP/IP.

6_2_1 dannosbin pexum

B dannosom pexunme Ons 6a3oBOM BepcuM MNPUIIOXKEHWE MOAAEPXKMBAET BbIMOSTHEHNE CrEeAYHLLMX
onepauun:
o OINIATA TOBAPA (BbIOAYA HAJTMYHBIX)
BO3BPAT TOBAPA (KPEOWT, MOMOJIHEHUVE CHYETA)
OTMEHA NOCNEAHEN YCNELWHEN ONEPALIMN
3AKPbLITUE_[OHA (CBEPKA UTOIOB CMEHbI, MAKETA, OHA — Z oT4eT)
MEYATb XYPHANA ONEPALINW
MEHKO_KACCWPA (MEHKO AODMNHUCTPATOPA)

Onsa npoueccuHroB Tieto n Openway peanusoBaHbl onepauuu MPEABTOPU3ALIUA n
3ABEPLLUEHMUE.

Cuctema cOCTOUT U3 HECKONBKNX KOMMOHEHT:

e Arcus NET Server — obecneunBaeT CBA3b C TEPMMUHANOM, COrflacHo crneumdukaumm npotokona Arcus2.
B kauyecTBe BXOAHbIX JaHHbIX cepBep NpYHUMaeT dannbl ¢ onpeaerieHHbIM UMEeHeM, Co3aHHble Ha
obLem ceTeBoM pecypced. BoixoAHbIMY AaHHBIMU SIBASHOTCA ddaiinbl ¢ onpeaeneHHbIMA UMeHaMu Tak
Xe pasmMelLaemMble Ha obLLeM ceTEBOM pecypce unm oTeeTbl kacce no TCP\IP.

e TepmuHan, paboTtatowmn no npotokony Arcus2 n coeguHeHHbit ¢ Arcus NET Server no TCP.

o «KKM moaynb» — cneumanbHas BHELHAS KOMMOHEHTa (nporpamma unu bubnuoTteka), hopmumpytoLas
charinbl 3anpocoB Ha 06OLLIEM CETEBOM PECYPCE M KOHTPOMMpytoLLas nonyvyeHne n oopaboTtky dannos
0TBETOB (pa3pabaTtbiBaeTcs KIIMEHTOM CaMOCTOSITENBHO).

-

s |
B o

€« €«
2 —

5 Universal
KKM moayne CeTeBoli pecypc ARCUS NET Server EMV POS

Puc. 13. Cxema pabomsl ARCUS NET Server v.2.0
O6wwe onncaHne anroputma paboTbl CUCTEMBI:

1. «KKM moaynb» rotoBuT dhan ¢ AaHHbIMM Onepauun 1 3anncbiBaeT ero B CETEBYHO Marnky.
2. Arcus NET Server:

e OnpepgensieT HanuumMe HOBOro danna B kaTanore.

e [lpousBoauT aHanm3 n YTeHWe BXOAHbIX JaHHbIX 4118 onepaumm.

8 B gaHHOM cny4ae obLMiA CETEBOW pecypc — 3TO JloKalnbHbIA KaTanor Ha cepBepe, AOCTYN K KOTOpPOMY
paspeLteH KKM.
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YpansieT npoynTaHHbIn dhann.

OnpepgenseT yCTpOWCTBO, HA KOTOPOM [OSXHa MPOBOAUTLCS Oonepauus, B 3aBMCUMOCTU OT HOMepa
Kaccbl.

[MpoBOAMT onepauunio Ha TepMUHane B COOTBETCTBUM CO cneundukaLmen npotokona Arcus 2.
MopgrotaBnuBaet dhavn oOTBeTa, CcoAepXaliuMni pesynbTaT BbINOMHEHUA onepauun, W ddann,
copgepxatyero obpas cnuna.

3anucbiBaeT 3Tu (hbarnnbl B TOT e KaTanor, 0TKyAa Obln npovnMTaH UCXOaHbI dhans.

«KKM mMogynb» Npov3BoAuT aHanu3 u YyteHne danna ¢ BbIXOAHbIMU OAaHHbIMU, a Takke Npou3BoauT
neyaTb panna cnvna. locne 4yero gannbl C JaHHbIMKW 1 06pa3oM cnuna yaansTcs.

B cnyuae, ecnu ain ¢ BbIXOAHLIMU JAaHHLIMU MO UCTEYEeHUM TarMayTa He 3abpaH
Kacco u He yaaneH, To Arcus NET Server n npoBoguT aBTOOTMEHy onepauumn u B
crniy4yae ycrnexa yaansieT ero, B npoTMBHOM cnyyae daiin octaeTcs B kaTtanore.

B npunoxeHun peannsoBaHo XypHanmpoBaHNe COeaUHEHUI U Onepaunii B OTAENbHbIA dann.

6_2_ 2 OnwncaHne annos

Pann 3anpoca

MO KKM cosgaet cdhann XXHHMMSS.IN ¢ gaHHbIMK, HEOOXOAMMbIMM ONA MPOBEOEHUs onepauun u
3anvcbiBaeT ero Ha obLwuin ceTeBomn pecypc.

XX — Homep kaccbl oT 01, go 99
HHMMSS — Bpems co3gaHus B (hopmate - Yacbl: MUHYTbI: CEKYHAbI.

dann MoXeT cogepxaTb cnegytoLlme nons:

operType = Kog onepauun — o6si3atenbHoe nore Ans Bcex onepaumin. MoxeT npuHuMaTth crieayrowmne
3HaYeHus:

-1 - OMNATA
2 - OTMEHA NOCNEAHEW YCMELWHOW ONEPALW
3 - BO3BBPAT
- 4 - OTMEHA
6 - OTYET MO OMNEPALMNAM
7 - CBEPKA UTOIoB
- 98 - MEHKO KACCUPA
- 99 - MEHKO AODMUHUCTPATOPA MNMUH-MALA
- 100 - CECCUA TMS
amount = Cymma B konenkax — ob6a3atenbHoe none Ans onepauuin «onnarta», «0TMeHa», «Bo3BpaT».
currency = Kog BantoTbl
track2 = Tpek2 (onsa pydHoro Beoga ncnonedyetcs «M[PAN]=[EXP_Date]?») — onynoHansHo
originalAmount = OpurnHanbHas cymmMa B KOMerkax — ANnd onepauui «oTMEeHa» U «BO3BpaT»,
3anonHyaeTcs, B TOM criyyae, ecnu OTMeHsieMasi Unv Bo3BpallaemMas Cymma oTfimyaeTcst OT MCXOL4HOM.
terminallD = ID TepMmuHana — onuymMoHanbHo
rrn = Ccbinka - onuMoHanbHO
authCode = Koa aBTopusauumm - onunoHansHo

Ecnu kakoe-To u3 obs3aTenbHbIX NONen oTCyTCTBYET, 4SSl TOW UNU UHOW onepauuun, To
Takas onepauus 6yaeT OTKIOHEeHa.

Mpumep danna sanpoca npun napameTpe parser=shoko-file

TERMOO.IN:

operType=1
amount=1200
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currency=643

Mpumep darna 3anpoca Nnpu napameTpe parser= properties-file

TERMOO.IN:

operationType=1

dannbl oTBeTa

Mocne npoBeneHusa onepaumun Ha TepmuHane Arcus Net Server oopmupyer:

o XXHHMMSS.SLP - gann c o6pa3om cnuna B TEKCTOBOM BuAE, CHOPMUPOBAHHbIN B COOTBETCTBUM C
HacTpoWkaMu TepMuHana.

o  XXHHMMSS.OUT - chann, cogepalmi pesyrnbTaT BbINOSIHEHNSA onepauuu, rae:

XX — Homep kaccbl om 01, do 99,
HHMMSS — Bpems co3gaHus B oopmate - Yachl: MUHYTbI: CEKYHAbI.

dann MoXeT cogepxaTb cneaytoLime nons:

e operType = Kog onepaumm

e amount = Cymma B Konerkax

e amountAuthorized = ABTopu3oBaHHas cymma - B obLiemM criydae MOXeT OTnmyaTtbCs OT CYyMMbl,
nocTynueLlen B dpanne 3anpoca.

e currency = Koa BantoTbl

e PAN = Homep kapTbl - MackupoBaHHbI HOMep KapTbl, B COOTBETCTBUM C HACTPOWKaMU NMH-Naa.

o Expiry = Cpok genctaus kapTbl (MMM)

e terminallD = ID TepmuHana

rrn = Ccblinka

authCode = Kog aBTopusauum

cardType = HasBaHue Tnna kapThl

date = [lata TpaH3akumu

time = Bpems TpaH3akuuu

responseCode = Kog oTtBeTa

textMessage = PacwundpoBka oTBeTa

AID = EMV AID

applicationLabel = EMV ApplicationLabel

TVR = EMV TVR

Mpumep cdhanna orBeTa Nnpu napameTtpe parser=shoko-file
TERMOO.OUT:

operType=1

amount=1200

currency=643
AID=A0000000031010
approved=true
transactionDate=20140926
transactionTime=164731
authorizationCode=193709
expiry=151031
applicationlLabel=Visa
authorizedAmount=1200
terminalld=20584938
rrn=426901246606
tvr=0000008000
cardholderName=IVAN IVANOV
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cardTypeName=VISA
responseCode=0
textMessage=0[0BPEHO

[pumep npu napameTpe parser= properties-file:

TERMOO0.OQUT

operationType=1
textMessage=0Tka3 BBOAA CYMMbl
cardTypeName=EC/MC
terminalId=99999995
transactionTime=121131
uuid=a5e26735-8b48-491e-alde-4d9a875e3b52
responseCode=203
approved=false
transactionStarted=false
authorizedAmount=0
expiry=160630
AID=A0000000041010
operationStarted=false
hostResponseCode=203
transactionDate=20150921
tvr=0000000000
applicationLabel=MasterCard
slip=
cardholderName=BOLDYREV/ALEXEY
operation=PURCHASE
currencyCode=0

TERMOO.SLP:

TepmuHan: 20584938
Yek: 87
Onnata
OJIOBPEHO
CYMMA: 12.00 RUR
AID: A0000000031010 Visa
TVR : 0000008000 TSI:F800
KapTa:VISA PAN : ¥ *F k¥ kk % xk k%6475
IVAN IVANOV
Homep ccbinkn RRN: 426901246606 EMV ICC

Kop aBTopusaumn:193709 Kon oTBeTa:00
JaTta (xocT): 26/09/14 16:47:31
NaTta (TepmuHan): 26/09/14 16:47:21

BBEJEH OO®NANH-MUH

(Moanucb Kaccupa)

CepBMC He pa60TaeT C CUMBOJIN4ECKMMMU CCbIJTKaMWU.

6 2 3 Pexum TCP/IP

Jlorvika n npuHuun paboTsl pexuma TCP\IP aHanornyeH pexunmy, Kotopbii ucnonb3dyetcs B ARCUS NET
SERVER v.1.3.

o ingenico
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6_2_4 properties-file ®annbl HacCTporkn

KoHdpurypmpoBaHue cepBepa ocyLLecTBsieTcs B gpanne services.xml. 3ToT dain coaepXnt HacTPONKM
ans obonx pexunmo padoTbl Arcus NET Server v.2.0.
dann pasgeneH Ha criegyrolme pasgernbi:
e <*services*> - B pasfgerne onvcaHbl 3anyckaemble CePBUCHI U X HAaCTpoMKa:
o *tcp-nio* - acUHXPOHHBIN tcp cepBep. MoxeT cogepxaTtb Taru:
= Pinpads — cepsuc, obcnyxusatoLmin TepMmmuHansl
= Cashregisters — cepuc, obcnyxmpatrowmnn KKM — Heobxoamm TonbKo B criyvae
paboTbl B pexnme ¢ 3anpocamu no TCP.

| Tabnuua 7. ATpubyThl tcp-nio

ATpnoyTr OnucaHwue
. JlokaneHbin IP agpec 6ypeTt Ha kKoTopoMm ByaeT 3anyLLeH cepsep.
bindAddr
Mo ymonuyanumio 0.0.0.0 - Bce agpeca.
bindPort JlokanbHbIN NOpT, Ha KOTOPOM ByaeT 3anyLieH cepBep. Mo ymonyaHuto 9307
serverThreads KonunyecTtBo cepBepHbIX NOTOKOB (Mpw O60MbLLON Harpy3ke, 4em bornbLue, TeM

ObicTpee obpabaTtbiBaloTcsa BXoAswme coegmHenns). Mo ymonyanuto 1.

clientThreads

KonnyecTtBo notokos, obpabaTbiBalowmnx coegnHeHns. 0- He orpaHnYeHo, To
€CTb NOKa He KOHYNTCH NamaTb. [1o ymonyaHuio 20. T.e. nocne Toro, kak npuwlen
20 KNWeHT, KaXabln NocneayLwmnn KnmeHT ByayT obcnyxmnsaTbes YyTb
mMeaneHHee. Yem GonbLue 9T0 Yncno, TeM Gornblue onepaTUBHON NamMaTH
TpebyeTcs.

MakcumarnbHoe KonmMyecTBO KIMEHTOB, oXuaaroLwmx coeguHenus. Mo

backlog ymonyaHuto 1024.
. BkntoueHne SO_KEEPALIVE. Oco6oro cmbicna Ha Windows He umeer, T.K.
keepAlive .
nHtepBan Ha Windows - 24. o ymonuyaHuto false.
OtkntoyeHne TCP_NODELAY (Anroputm Henrna). Mo ymonyanutio false. MNpu
noDelay OTKIMIOYEHMMN anropuTma nakeTbl 0onee pparmMeHTMpOBaHbI - Bo3pacTaeT

Harpyska Ha uHTepdeiic, OIHaKo CKOPOCTb OTMPaBKUN YBENNYNBAETCS.

| Tabnuua 8. ATpubyTbl TaroB pinpads u cashregisters

ATpnoyT

OnucaHue

idleTimeout

TavmayT, onpegensownin Bpems 6esgencteusa TepmmnHana (mc). o ymonyaHmio
5000.

inOpertionldleTimeout

TavmayT BbinonHeHus onepauuu (Mc). Mo ymonyaxuio 120000.

maxActiveClients

MakcrmansHO KoNUM4ecTBO NOAKMIOYEHHbIX YCTPOMCTB. INMpu npeBbiweHumn MNMNH-
naga/KKM He 6yayT coeamHaTcs ¢ cepeepom. Mo ymonyaHuio O - He orpaHuyeHo.

VaeHTndurumnpyeT HacTporky, no kotopbim padoTaeT MNMUH-nag/KKM (B TekyLien

proto

BEPCUU TOSbKO openway)

Koauposka, B kotopown pabotaeT MNMNH-naa/KKM. Mo ymonyaxuio "windows-
encoding 1251". BeibpaHHas kogMpoBKa AOMKHA NOAAEPKUBATHCS YCTAHOBIEHHON

Bepcuen JRE/JDK
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ATpuobyrt

OnucaHue

authType

Tun ayTeHTUmKaummn:
e ip - naeHTUdUKauMa KnMeHTa no agpecy v nopty (B 9TOoM cnydvae
yKka3aHume name-mapping ob6s3aTenbHo.
e arcusid - ngeHTUukaumsa knmeHta no Arcus IP ID.

[Ansa paboTbl B aHHOM pexXumMe Heo6XoAUMO Npu HacTponke
«PaboTa c kaccon» Ha TepMuHare ykasatb: «Use Arcus ID -
aa».

Ana noeHTudunkaumm TepMmmuHana 6ygeT ucnornb3oBaTbCA
TMSID. Ona pa6oTbl ¢ Arcus ID Heo6xogauma cneuunanbHas
Bepcusi ArcCom.dll

name

JTiobas ctpoka, koTopasi byaeT BbIBOAUTCA B Tpaccy.

Name-mapping

Copoepxut HacTporku odepenen nuH-nagos / KKM.
IP 3apaetca aBymsa cnocobamu:

e pattern - BblpakeHune

e mask —macka

[MapameTpbl perncTpoYyBCTBUTENBHbIE.
bindName — Ha3BaHue ouepeau, koTopasi 6yaeT obpabaTbiBaTbCH

ssl|Profile

ATpubyT anga aktmauuu ssl WwndposaHmsa — nMsa Nnpoduns ssl (CoaepxnTcs B
none name).

o *ileService * cepBUC MOHUTOPUHra HOBLIX (QaWfOB B YyKa3aHHOW AupekTopun. [osmkeH
copepxaTtb Taru:

fileTransactions - npunoxeHne obcnyxmBarLLne dannbl, Kak dansbl TpaH3akuuMi Ha
MOAKITFOYEHHbIX NMUH-Naaax

| Tabnuua 9. ATpnbytbl FileService

ATpubyTt

OnucaHue

folder

MyTb K 0BLLEMY CETEBOMY PECYPCY, B KOTOPOM OCYLLIECTBISAETCA MOHUTOPYHT.

lockDetectionTimout

TavimayT nonbITkn OTKpbITUS darna (mc). Mo ymonyaruo 2000.

lockDetectionDelay

WHTepBan mexay nonbiTkaMu OTKpbITb han (Mc). Mo ymonyanuio 500.

| Tabnuua 10. ATpubyThl Tera fileTransactions

ATpnoyT OnucaHue
dopmaT BXOAHbIX BbIXOAHbIX hannos:
parser e properties-file - 6a3oBbI hopmaT co BCEMU NONSAMMU.
e shoko-file - dpopmart B pamkax TID 788.
encoding KoanpoBka BXOAHbLIX/BbIXOAHbLIX hannos.
inputEnding PacwunpeHune BxogHbIxX ainnos. PernctposasncrmMblii napameTp.

printerEnding

Pacwunpenune dannos cnunos. PernctposasncMbI napameTp.

outputEnding

PaclumpeHune BbiIxoAHbIX dharnoB. PernctposaBucumblii napameTp.

cleanUp

YaaneHue Bxogsawmx danno nocne nogbopa — true/false

reversalTimeout

TavimayT yganeHus danna oreeta (MC), €Crv OH OCTaHeTCs nocne 3Toro
BpemeHu, To OyaeT Bbl3aBaHa onepaumsi OTMEHbI.
Mo ymonyanuto 30000. JormkeH 6biTh Gonblwe 0 (HE oTkmovaeTcs).
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ATpuobyrt OnucaHue

Bpewms xun3Hm peepcana (cek). TanmayT obHapyxeHus ocBoboamBLLErocs MuH
naga n npoeeaeHus pesepcarn. o ucteyeHnn TarmayTta pesepcan He Oyaer
npoBegeH. Mo ymonyanuto 3600. 0 - 6eckoHeuYHO, A0 nepesarpysku cepeepa. Ecnn
peBepcan NpoLlen ycneLwwHo BbIXOAHON dhann v hann cnuna ygansatoTcs.

reversalLifetime

Nwmsa danna sagaetca ogHUM 13 cnocoboB:

pattern — perynsipHoe BbipaxkeHue (regexp)

Name-mapping mask — macka (? — ntobon cumBon, * - ntoboe KoNMYecTBo NMOObIX CUMBOSIOB)
[MapameTpbl permcTpo3aBmUCHMbI.

bindName — HasBaHue o4epeaun, koTopasi OyaeT obpabaTtbiBaTbCs

MapameTpsbl inputEnding, printerEnding, outputEnding n Name-mapping asnatTca
perucTposaBNCUMbIMU!

e <*arcus-registry*> - 3ape3epBupoBaHO Ans Oyayliero ucnonb3oBaHWs. Pasgen JormkeH coaepxatb
CTPOKY: <arcus-registry type="stack"/>

e <loggers> - B pasgene cofepxaTcsi HACTPOMKM XKypHaNMpPOBaHWs.

Bce noru 3anuceiBaloTca B Katanor pasmellenns cepsepa Arcus NET Server B nogkatanor logs/. Pas B
CyTKn B kaTanore logs/ cosgaeTtcs nogkaTanor, C Ha3BaHMEM TeKyLley AaTbl U B HEro nepemeLlalrTcs v
apXMBUPYIOTCS BCE NOTN.

MoxeT cogepxaTb ABa nogpasaena

o arcusConnectionsLogger - normpoBaHne coeguHeHUn
= FileLogger — 3anucbiBaeT nor awn C HemeaneHHOM 3anucbid Ha  OucK -
peKkoMeHAOoBaHO A4S OTnaaku, paboTaet MeasieHHo.
= asyncFileLogger - acMHXpoHHO 3anucbiBaeT nor davn 6nokamm no 8196 Ganmt -
peKkoMeHOyeTCs MCMOoNb30BaTb Ha OTMaXeHHbIX NPOAakliH cucTemax. Pabotaer
BbicTpee, HO Npu cboe, Hanpumep, NO MUTAHMWIO NOTM MOTYT NOTEPSITLCS,
o arcusOperationsLogger - normpoBaHue onepawuum
= FileLogger
= asyncFileLogger

| Tabnuua 11. ATpubyTsl ToroB FileLogger n asyncFileLogger

ATpnoyT OnucaHue

ATpuGYT, ANa naeHTUdMKaLMM KOHKpeTHoro norrepa. O6si3aTenbHbIi, HO He

name . .
obsi3aTenbHO YHUKalbHbIN. 3HayeHune no YMOJTHaHUIKO: ArcusConnections

Wwms danna, B koTopblvi 6yaeT nucatbes nor. O6a3aTenbHbir, HO He

file : .
0653aTenbHO yHUKanbHbIA. 3Ha4YeHne no ymonyaHuio: connections.log

YcTaHaBnuBaeT ypoBeHb MHopmaTuBHocTu nora (RFU, Ha faHHbI MOMEHT BCe
level coobueHuns nuwytcsa yposHem INFO). S3HaveHne no ymonyaHuio: DEBUG
HeobsizaTenbHbin aTpubyT,

MakcumanbHbIN CpoK Xun3Hu nora (B AHsX). 1o ncreyeHnn aToro BpeMeHu nor,
maxDays He3aBMCMMO OT pa3mMepa, OyaeT 3aapxvMBUPOBaH.
3HaveHune no ymonyaHuto: 0-oTKNIOYEHO

maxFiles MakcmmarbHOe YMCIO XPaHUMbIX apXMBHbIX DainoB. 3HayeHue Nno yMmonyaHuo: 5

MakcvmanbHbIi pa3mep rora, Npu OCTKEHWUM 3TOro pasMepa for 6yaeT

maxFileSize
3aapxMBUPOBaH. 3HayeHne no ymonyanuwo: 250MB

dopmat coobueHus B nore. Bce BO3MOXHbIE KITHOUM OnMcaHbl 34eCh, pasaen

attern
P Patterns. 3HauyeHne no ymonyaHuo: %d %p - %om%n
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ATpuobyrt OnucaHue

Macka nmeHu ¢annos apxusa.

%d{} B durypHbix ckobkax dpopmaTt Aatbl. %i - NOPSAKOBbLIA HOMEP apXMBHOIO
danna.

3HayeHne no ymonyaHuto: connections.log-%d{MM-dd-yyyy}-%i.gz

fileNamePattern

KonuyecTBO yNOMMHAHUI TEX UITU UHbIX T3rOB OrPaHUY€HO TOJIbLKO annapaTHbIMU
Bo3moxxHocTsaAmu [MK.

[na aktmBauum paclumpeHHoro (debug) norupoBaHus ykaxuTe B hanne HacTpoek services.xml:

<configuration logConf="debug-logger.xml">.

3atem B ¢panne "debug-logger.xml" MOXHO BbICTaBUTb HEOOXOAMMBIA YPOBEHb forMpoBaHus. [nga
NCMNOMb30BaHWS HOBOW HACTPOWKN HEOBXoOUMO nepe3anycTuTb Criyxoy.

6_2_5 lNpumep HacTporkn ARCUS NET Server v.2.0

Mpumep peanusauuu c hbannoBbLIM 0OMEHOM

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<services>
<fileService name="File transactions" folder="D:/Temp/Exchange">
<fileTransactions parser="shoko-file" encoding="CP866"
printerEnding=".SLP" outputEnding=".0UT" inputEnding=".IN" cleanUp="true">
<name-mapping pattern=".*" bindName="PPAD_1" />

</fileTransactions>
</fileService>
</services>
</configuration>

Mpumep peanusauuu ana 2 KKM n 2 NMAH-nag B pexume ArcusiD

Pexum ArcusID Heobxogum npu paboTe kaccooro MO B pexume yganeHHoro pabodero ctona (RDP-
ceccun), Korga HeT BO3MOXHOCTW onpedennuTb ip-agpec kaccol. B atom cnyyae ArcusNETServer ncnons3syet
ArcusID n co3gaét nornyeckoe coeanHeHune «lMH-nag kaccay.

[Ona Takon peanu3auumn mcnonb3yeTcs cneuuanbHas Bepcuss ArcCom.dll ¢ nogmepxkon ArcusMulti,
koTopas obecneyvmMBaeT MHOIOKPaTHbIN 3aMyCcK B peXXume TEPMUHANbHOM CECCUMN.

KKM pormkHa nepegaBath 3HadeHue ArcusiD. Npu HacTporke servise.xml ArcuslD ana cepsuca KKM u
MNH-MNAL 3agaétca B authType="arcusid":

[Onsa BbizoBa arccom.dll ¢ dpyHkumen multiuser:

int ProcessOwIdFull(char *ArcusIPID , UserAuthIntFull *auth_st, size_t size)

rae ArcuslPID — nio6ast NULL TepMuHMpoBaHHas cTpoka.

Ecnu napameTtp ArcusIPID otnnyeH ot nycton ctpoku unm NULL, Arcus IP ID 6ygeT nepegaBaTbcs Ha Arcus
IP Server. B octanbHoM noruka pabotbl ngeHTndHa ProcessOwFull(UserAuthintFull *auth st, size t size).

dyHkuyuro ProcessOwldFull MmoryT Bbi3biBaTb O4HOBPEMEHHO HECKOSbLKO MPUIOXEHUN.
Onsa koppekTHoOM paboTbl, napameTp ArcusiPID gomxeH 6bITb MAEHTUYHbLIM OISl
KaXkaoro npunoXeHus.
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Bubnuoteka ncnonb3yeT oAHY U TyXKe KOH(Urypauumio Ans BCeX KNMEeHTOB, MO3TOMY
M3MeHeHue B paboTte ¢ KOHUrypauMoHHbIMU channamm He TpebyeTcs, oA4HAKO ecTb psAa
c¢dannoB, KOoTOpble HeNb35 UCNOJIb30BaTb OAHOBPEMEHHO, TaK Kak OHM UMEKT OOHO U
TOXe Ha3BaHMue, YTO MOXEeT NoBJieYb TPYAHOCTU Npu paboTe B MHOIO NOJfib30BaTesNIbCKOM
pexume. NMoaToMy B MMeHa dannoB 6yaeT aBToMmaTnyeckm gobaBnatbca ArcusiPID
(ecnn 3agaHo).

B cnyuae, korga MoXHO onpefennTb Kaccy no ip-agpecy, AonycKaeTcsl YaCTUYHOE UCMONb30BaHNE PEXNM
ArcusID gnst nogkntoyeHus TepMmuHanoB k ArcusNETServer. 9To ymeHbllaeT pa3mep darna servise.xml,
yrpoLlaeT HaCTPOKKY U NOBbILAET CTabunbHOCTbL NoAkNoveHns. B aTom cnyyae B cepBuce, 06CnyKmBaroLLEM
KKM, Heobxogumo onpegenuTb napametp «bindNamey», koTopbii OyaeT MCnonb3oBaTbCA B KavecTBe
3HaveHusa «ArcusiDy», ykazaHHOro mpu HacTpomke TepmuHana. [lpu HacTpovike servise.xml gona cepsuca
TepMuHanoB onpegensetcs authType="arcusid", a gna KKM authType="ip". Mprmep Takon koHdUrypauum
HUXe:

Arcus NET Server

ip: 10.101.2.234 Services.xml:

<services>
<tcp-nio name="pinpads" bindaddr=v0.0.0.0" bindPort="9307">
<pinpads maxActiveClients="3" proto="gpepway" authType="argusid">
</pinpads>
</tecp-nio>

<tcp-nio name="gashregisters" bindAddr="0.0.0.0" bindPort="9408">
<cashregisters maxActiveClients="3" proto="gpenway"
encoding="windows-1251" authType="ip">
<name-mapping mask="192.168.10.159:*" bindName="22041" />
<name-mapping mask="10.101.2.234:*" bindName="22042" />

</cashregisters>
</tep-nio>
</services>

Pexum ArcusID

L I

ETH C .

I o !
. POS . | I
I Kkm | I - :

. |
. |
I ip: 192.168.10.159 | = ip: 10.101.2.234 ,
. Cashreg.ini: [ Cashreg.ini: |
| PINPad_1 porRT=ETH | " PINPad_2 PORT=ETH .
. ADDR_IP=10.101.2.234 I | ADDR_IP=10.101.2.234 |
| PIN Pad IP - DHCP PORT IP=9408 " PIN Pad IP — DHCP PORT_IP=9409 =
- L] I —

= ip cepepa: 10.101.2.234 I ip cepsepa: 10.101.2.234 |
I nopr: 9307 . | Mopr: 9308 .
" ArcusiD:22041 | . ArcusiD:22042 [

Puc. 14. lNpumep Hacmpotiku Arcus NET Server v.2 — Pexum Arcus ID

<?xml version="1.0" encoding="UTF-8"?>
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<configuration>
<services>

<tcp-nio name="Pinpads" bindAddr="0.0.0.0" bindPort="9307">
<pinpads maxActiveClients="3" proto="tieto" authType="arcusid" name="IP_ID">

</pinpads>
</tcp-nio>

<tcp-nio name="Cashregisters" bindAddr="0.0.0.0" bindPort="9408">
<cashregisters maxActiveClients="3" proto="tieto" encoding="windows-1251"

authType="ip">

<name-mapping mask="192.168.10.159:*" bindName="22041" />
<name-mapping mask="10.101.2.234:*" bindName="22042" />

</cashregisters>
</tcp-nio>
</services>
</configuration>

Mpumep peanusauum ans 2 KKM n 2 NMAH-nag B pexume IP

Arcus NET Server
ip: 10.101.2.234

Pexum ip

|

. ETH |
1ETH -
: pos | |
: kKM ||
! Cashreg.ini: i
I PORT=ETH ,
. PINPad_1 ADDR_IP=10.101.2.234 |
I PORT_IP=9408 .
. PIN Pad IP — DHCP |
| ipcepsepa: 10.101.2.234 .
= [lopT: 9307 |
Bm ¢ sm ¢ Em r S o o o o R

!
oy

Services.xml:

<services>
<tcp-nio name="Pinpad 1" bindAddr="0.0.0.0" bindPort="9307">
<pinpads maxActiveClients="2" proto="gpenway" authType="jip">
<name-mapping mask="#*" bindName="PPAD 1" />
</pinpads>
</tcp-nio>
<tcp-nio name="Pinpad 2" bindAddr="0.0.0.0" bindPort="9308">
<pinpads maxActiveClients="2" proto="gpenway" authIype="jip">
<name-mapping mask="#*" bindName="PPAD 2" />
</pinpads>
</tcp-nio>

<tcp-nio name="Cash 1" bindAddr="0.0.0.0" bindPort="9408">
<cashregisters maxActiveClients="2" proto="gpenway"
encoding="windows-1251" authType="ip">
<name-mapping mask="#" bindName="PPAD 1" />
</cashregisters>
</tcp-nio>
<tcp-nio name="Cash 2" bindAddr="0.0.0.0" bindPort="9409">
<cashregisters maxActiveClients="2" proto="gpenway"
encoding="windows-1251" authType="ip">
<name-mapping mask="+*" bindName="PPAD 2" />
</cashregisters>
</tco-nio>

Cashreg.ini:
PORT=ETH
ADDR_IP=10.101.2.234

PORT_IP=9409

PINPad_2

PIN Pad IP — DHCP
ip cepsepa: 10.101.2.234
MopT: 9308

Puc. 15. lMpumep Hacmpouku Arcus NET Server v.2 — Pexum IP

<?xml version="1.0" encoding="UTF-8"?>
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<configuration>
<services>
<tcp-nio name="Pinpad_1" bindAddr="0.0.0.0" bindPort="9307">
<pinpads maxActiveClients="2" proto="openway" authType="ip">
<name-mapping mask="*" bindName="PPAD_1" />
</pinpads>
</tcp-nio>
<tcp-nio name="Pinpad_2" bindAddr="0.0.0.0" bindPort="9308">
<pinpads maxActiveClients="2" proto="openway" authType="ip">
<name-mapping mask="*" bindName="PPAD_2" />
</pinpads>
</tcp-nio>
<tcp-nio name="Cash_1" bindAddr="0.0.0.0" bindPort="9408">
<cashregisters maxActiveClients="2" proto="openway"
encoding="windows-1251" authType="ip">
<name-mapping mask="*" bindName="PPAD_1" />
</cashregisters>
</tcp-nio>
<tcp-nio name="Cash_2" bindAddr="0.0.0.0" bindPort="9409">
<cashregisters maxActiveClients="2" proto="openway"
encoding="windows-1251" authType="ip">
<name-mapping mask="*" bindName="PPAD_2" />
</cashregisters>
</tcp-nio>
</services>
</configuration>

6_2_6 lNpumep hanna nora

Mpumep channa HACTPOWKU XKYPHANNPOBaHUS

<loggers>
<arcusConnectionsLogger>
<fileLogger name="ArcusConnections" file="connections.log"
fileNamePattern="connections.log-%d{MM-dd-yyyy}-%i.gz" maxDays="0"
maxFiles="5" maxFileSize="250 MB" pattern="%d %p - %m%n" level="DEBUG"/>
</arcusConnectionsLogger>
<arcusOperationsLogger>
<fileLogger name="ArcusOperations" file="operations.log"
fileNamePattern="operations.log-%d{MM-dd-yyyy}-%i.gz" maxDays="0"
maxFiles="5" maxFileSize="250 MB" pattern="%d %p - %m%n" level="DEBUG"/>
</arcusOperationslLogger>
</loggers>

Mpumep nora coegnHeHUN

2014-10-24 19:33:56,314 INFO - 'PPAD_1:192.168.100.69:9307(1473)"' registred as free

2014-10-24 19:33:58,730 INFO - 'PPAD_1:192.168.100.69:9307(1473)"' was taken for work. (busy)

2014-10-24 19:33:58,737 INFO - 'UCM:192.168.10.98:9308(49274) " ->'PPAD 1:192.168.100.69:9307(1473) 'started
operation 'd2719058-616e-49be-9136 ©2b2ef30087e"

2014-10-24 19:34:01,295 INFO - 'PPAD_1:192.168.100.69:9307(1473)"' registred as free

2014-10-24 19:56:19,252 INFO - 'PPAD_1:192.168.100.69:9307(1476)"' registred as free

2014-10-24 20:02:16,231 INFO - 'PPAD_1:192.168.100.69:9307(1476)' was taken for work. (busy)

2014-10-24 20:02:16,283 INFO - 'fileTransactions:D:\Temp\testExchange\SSS@Q1P.IN"-
>"'PPAD_1:192.168.100.69:9307(1476) "' started operation 'blef5dc9-59ca-4cll-a07e-13199b07fb35"

2014-10-24 20:02:30,018 INFO - 'PPAD_1:192.168.100.69:9307(1476)"' registred as free

Mpumep nora onepauun

© ingenico
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2014-10-24 19:53:45,668 INFO - START: 6cfb7eb9-c885-4160-9af3-aa065671251c, PURCHASE(1),
Amount:1001, Currency:643, PAN (last 4):**5015

2014-10-24 19:53:53,160 INFO - STOP: 6cfb7eb9-c885-4160-9af3-aa®65671251c, PURCHASE(1),
Amount:1001, Currency:643, Card=VISA, PAN (last 4):**5015, DECLINED, RC:305,

HRC:305, Message:KapTa He obcnyxuBaeTcsa

2014-10-24 21:20:59,791 INFO - START: ©15b2792-80c7-4b5d-be8f-07121762b370, PREAUTHORIZATION(S8),
Amount:1001, Currency:643

2014-10-24 21:21:10,783 INFO - STOP: ©15b2792-80c7-4b5d-be8f-07121762b370,

PREAUTHORIZATION(8), TerminalId:20584939, Amount:1001, Currency:643, Card=VISA, hrsCrypt, PAN (last
4):**5015, RRN=429701263745, DECLINED, RC:96, HRC:96, Message:HeucnpaBHOCTb B cUCTeMe
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6_2_7 Npumep HacTponkn SSL

<sslProfiles>
<sslProfile allTrust="true" auth="2" cacheTimeout="0" isClient="true" name="TEST">
<protocols>TLSv1.2</protocols>
<sslCertificateStore file="test.jks" keysPassword="test" password="testtest" type="jks"/>
<sslTustedCertificatesStore file="trusted.jks" password="testtest" type="jks"/>
</sslProfile>
</sslProfiles>

© ingenico
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6_2_1 AapuitHas oTMeHa MOKYMKu

TonbKo ansi BapmaHTa nocrtaBku b:

B nporpammax 1C gBe pasnu4yHblie onepauuyM «aBapumMHas OTMEHa MOKYMKU» 1 «BO3BpPaT MOKYNKU» B
HEKOTOpbIX Cry4Yasix peanusylTcs 4Yepe3 OAMH W TOT Xe MeToqd [panBepa, 4YTO He Mno3sonser
ondepeHumnpoBaTth nx 6€3 JONOMHUTENBHOrO B3aMMOLENCTBIUS C MOSb30BaTENEM:

910 KacaeTcsa 4Yeka Ha Bo3Bpat B 1C: YnpaBneHuu Heb6onbwon compmon pea.1.3

B Takom cny4vae, npv BeINOSIHEHUM ONepaLmmn Ha akpaH OyaeT BblBeAeH OOMNOMHUTENbHbIN Ananor:

i)

3anpoleHa 0TMeHa NOKYMKHK.
BoibepuTe pe#uM OTMEHH:

Bo3epar ToBapa

Puc. 16. Bbibop pexuma

Monb3oBaTtento HeobXoAMMO BbIOpaTb, Kakyld MMEHHO OMepauuto OH XO4YeT MPOBECTU, PYKOBOACTBYSICb
BO3HUKLLEN CUTYaLMEN.

o ingenico
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7_OcHoBHbIe aTarbl yCTaHOBKM N HAacTponkn ARCUS?2
CAP n ARCUS Net Server v.1.3

YctaHoBute Arcus NET Server v.1.3 13 UHCTanNnsLMoOHHOro naketa (cM. PykoBoACTBO MO yCTaHOBKe
ARCUS).
2. WNamenHute HacTporiku Arcus NET Server v.1.3:

— B ocHoBHOM koHUrypaumoHHom ganne Server.conf.

— B daiine Hactporiku ouepenen onsa NH-nag nnn nynoe Pinpads.conf.
— B daiine HacTtporikn ouepeau ons kacc Cashregisters.conf.

— B davine noros Log.conf.

Mpumep HacTponkn Arcus NET Server v.1.3 anga pabotbl B pexxume ogHa KKM v ogmH MNMUH-
nag paccmotpeH B [NpunoxeHun 1.

Mpumep HacTponkn Arcus NET Server v.1.3 ansa pabotel B pexunme 6onee ogHon KKM n
6onee ogHoro MNNH-nag paccmoTpeH B MNpunoxeHun 2.

3. YcraHoBute ARCUS2.
4. B dpanne cashreg.ini ykaxwure:

— [apametp PORT pomkeH umeTb 3HadveHme ETH, HacTporka ansa pabotel npu nomowwm Ethernet
coeanHeHusi: PORT=ETH

— [NapameTtp ADDR_IP=IP:PORT IP agpec v nopt KomnbtoTepa, Ha KOTOpoM yctaHoBneH Arcus NET
Server: ADDR_IP=192.168.10.209:9401

o

MoaknounTe TepMuHan K ceTu npu nomolumn Ethernet kabens v nogkntoumTe 610K NUTAHKS.
6. [lepekntounte TEpMUHAN B PEXUM PaGOTbI C KACCOM:

Mpn nepesarpyske Wnu BKIIKYEHUM NUTAHUS, OOXKOUTECH MOSIBIIEHUSA OKHA C coobuieHnem «[ns
HaCTPOVKM paboTbl C kaccon Haxmute 'F'» n HaxxmuTe kHonky 'F'. Crnegynte ananoram HacTPOWKK.

— OTBeTbl HaXXaTUeM KHOMOK:

— 3eneHas = [JA

— kKkpacHasa = HET

— BbIOOP HEOGXOAMMOrO NMYHKTA U3 CKPOJISI-MEHIO

— Pabora c kaccon? -> 1A

— Bbibepute nopt: ETH

— Bsepgute IP agpec (Ha kotopom ycTaHoBrneH Arcus NET Server).

— [lopT, KOTOpbIN yKa3aH B HAacCTpomnKax cepBepa («pinpads.conf» n «server.confy).

— «Use Arcus ID» -> HET

— IP yepes kaccy? -> HET

— [Hwnanor Ha kacce? -> HET - Bce amanorn B npolecce onepauum obcnyxmBaHus kapTbl OygyT
BecTUCb Ha ycTponcTtee [MMH-nag — akpaH u knasunatypa; JA - ananorv npy npoBegeHun onepaumm
no kapTe 6yayT BbiBeAeHbl Ha 3kpaHe KKM 1 oTBeTbl — C knaBuaTyphbl Kacchbl.

— Tawnmayt granora? -> 12000 (B 10 x mS =120 000 mS =120 S = 2 min).

— TawvmayT nepepaym ganHbix? -> 1000 (B 10 x mS =10 000 mS = 10 S).

— [MpuHTep? -> Ha kacce (uckarnbHbIA NPUHTEP).

— WNPUHA YEKA? -> 24 (go 42)

Hactpownka «lLnpuHa 4yeka» BnusieT Tonbko Ha wunpuHy YEKA. InA nameHeHuns WNpPUHbI
oTyeTa Heo6xoAMMO 3aAaThb WabnoH otyeta B TMS. MNo-ymonyaHuto wabnoH
ONTUMU3NPOBAH ANA WUPUHBLI B 24 cumBona.

lMocne okoHYaHWs BBOL4A NapaMeTPOB TEPMUHAN NPOU3BEOET NOMbITKY NOAKIOYEHMS K CEPBUCY U, B CriyYae
ycnexa, oTobpasnT Ha 3kpaHe ctaHgapTHoe coobueHne «TOTOB K PABOTE».

© ingenico
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Ecnu ans cBsisu ¢ kaccon ucnonb3yetcs Ethernet, n nMogknio4MTbCs K cepBepy He yaanocb, TepMuHan
nonpobyeT Npon3BecTn NoaKMYeHe NOBTOpHO. Ecnu 3a 4 nonbITk NoakntoYeHne He GyaeT ycTaHOBMNEHO, TO
TepMuHan BbIBEAET Ha rMaBHbIN 3KkpaH oxnaaHusi coobueHne «HET MOOKIMHOYEHUA K KACCE».

7_1 TectoBag TpaH3akuma ansg OC Windows

lMpoBeguTe TeCTOBYO TpaH3akuumto, 3anyctne CommandLineTool.exe:

dopmat 3anycka CommandLineTool.exe cneayoLwmii:

CommandLineTool.exe /o[Kod_onepayuu_KKM] /c[Kod eantomsli] /a[Cymma], roe
Kod onepayuu KKM — BbiGpaHHas kaccMpom onepauusi;

Basnroma — ko BantoTbl onepauuu;

CymMmma — cymMa onepauum B MUHUManbHbIX eOuHMLax BantoTbl, 6e3 pasgenvTens.

Hanpuwmep:

C:\Arcus2\ CommandLineTool\BIN> CommandLineTool.exe /o0l /c643 /al2345

Mocne BbinonHeHnst kKoMmaHabl 6yaeT nponssedeHa onnaTa Ha 123,45 py6.

7_2 TectoBaga TpaH3akuusa ans OC DOS

lMpoBeamnTe TecToByto TpaH3akumio, 3anyctme CASHREG.EXE:

dopmar 3anycka cashreg.exe cnegyoLwui:

cashreg.exe Kog_onepauumn_KKM *Cymma, rge

Kod onepayuu KKM — BbibpaHHasi kaccMpoM onepauusi; (CUMBON nepef 3HakoMm '=' B CTpoke danna
ops.ini).

CyMmMa — cymma onepaumm B MUHUMAasbHbIX eAMHULaxX BantoThl, 6e3 pasgenutens.

Hanpumep.

C:\> cashreg.exe 1 12345

Mocne BbinonHeHnst KOMaHabl 6yaeT nponsseaeHa onnaTa Ha 123,45 pybnen.

7_3 TectoBaga TpaH3akuusa ans OC Linux

lMpoBeaunTe TecToBYO TpaH3akumio, 3anyctme Cashreg c atpubytamu B crnefytoLLiemM npuMmepe:
dopmart 3anycka Cashreg cnegyoLwmn:

Cashreg /o[Kod_onepayuu_KKM] /c[Ko0 eantomsbli] /a[Cymma], roe

Kod onepayuu KKM — BbiGpaHHas kaccMpom onepauusi;

Banroma — ko, BanoTbl ornepauuu;

CymMmma — cymMa onepauum B MUHUManbHbIX eauHuLax BantoTel, 6e3 pasgenvTens.

Hanpumep:

$ ./Cashreg /ol /c643 /al2345

Mocne BbiNonHeHUst kKomaHabl byaeT nponssedeHa onnaTta Ha 123,45 py6.

© ingenico
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[MpunoxeHne 1. NHTerpaumnsa c ncnonbsosaHnem COM

Object

[nsa paboTtel ¢ Connector pekomeHayeTcs cneayoLlas nocneaoBaTenbHOCTb AEUCTBUN:
1. Cospatb Request akzemnnsap obbekta ISAPacketObj ans nepecbinku gaHHbIX Server ansi
npoBeaeHUs TpaH3aKkLUun.
2. Cospatb Response ak3emnnsp obbekTa ISAPacketObj ans nonyyeHns pesynbTaToB TpaH3aKUmMm OT

Server.

o0k w

Cospatb ak3emnnisip ob6bekTa IConnector Obj ansa opraHu3auumn kaHanoB obmeHa gaHHbIMU C Server.
lMoaroToBUTh AaHHble AN NPOBEAEHNS TpaH3aKUMK, 3anoSfIHMB COOTBETCTBYOLLME Nonst B Request.
lMocnaTb 3anpoc Ha NpoBeAeHNe TpaH3akuMn BbI3oBOM MeToaa Exchange.

MoBTOPUTE NPeabIAYLLNIA MYHKT CTONbKO pa3, CKONbKO TpaH3akLmi TpebyeTcs NpoBecTy.

OnucaHne PCPOSTConnectorObj

MeTtoa Exchange

1. O6meHaTbCa MHOpMauuen ¢ Server, T.e. OTNPaBUTbL CEPBEPY 3anpoc Ha NMPOBEAEHNE TPaH3aKuun v
Mony4nTb OT HEro OTBET.
2. BubisBatb Connector. ObmeHaTbca aaHHbIMK (Request, Response, Timeout, Result)
o Request —[JaHHble Ang npoBefeHUs TpaH3aKuuu;
o Response — PesynbTtat npoBeAeHNst TpaH3akumu;
o Timeout — TanmayT Ha NoMny4yeHMe pe3ynbTaToB NPOBEAEHUS TpaH3aKuun; (He CNoNb3yeTcH)
o Result — 3Ha4eHue, Bo3Bpallaemoe meTogom Exchange.

CBownctBo Ne nonsa |OnucaHue nons
Amount 0 CymMma onepauuu, BblpakeHHasa B MUHMMarnbHbIX eAUHULAX BanoThbl
CurrencyCode 4 Kog BantoTbl onepauun
. OpurnHanbHasa garta n Bpemsi COBepLUEHMS onepaLmm
DateTimeHost 6 YYYYMMDDHHMMSS 18 xocre o
Cnoco6 BBoAa kapThbl (BO3MOXHble BapuaHThl: 1 — pyyHon, 2 —
CardEntryMode 8 cunTbIBaTENb MarHUTHOW NOMOCHI, 3 — MUKPOMNPOLLECCOPHas kapTa
BBOAUTCS Yepe3 MUKPOMNpoLLeCcCOpHbIv cunTbiBaTenb MNMAH-nag)
PAN 10 Homep kapTbl (3anonHseTcst coBmecTHO ¢ nonem 11, B atom cnyyae
CardExpiryDate 11 ST%OJ ?ﬁ?:;:?—.iﬁngl |.|YeY3'\g|'§|/|oj(-|3|.|a;|neo-|{-(l;:;)|eTCﬂ coBmecTHO ¢ nonem 10, B
TRACK2 12 OanHble gopoxkn 2 (B aTom cnyyvae norne 10 n 11 He 3anonHATCS)
AuthorizationCode 13 Kop aBTOpM3aumm (MOXeT BO3BpaLLaTbCA XOCTOM)
ReferenceNumber 14 Homep ccbinku
ResponseCodeHost 15 Kop otBeta
TextResponse 19 [ononHuTenbHbIE AaHHbLIE OTBETA
DateTimeCRM 21 E,?;?hxhigeﬂl\:zgsgsenemq onepauun Ha TepMmuHarne
TrxID 23 VaeHTudukaTop TpaH3akLumMm B KOMMYHUKaLMOHHOM cepBepe
OperationCode 25 Kog onepauuu
TrxIDCRM 26 YHUKanbHbIN HOMep TpaH3akuum
CRMID 27 VpoeHTudurkaTop TepMmnHana Ha Bxoae
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CBoMCTBO

Ne nons

OnucaHue nons

SLIP

O6pas yeka nepenaetcs B 00bEKT response metoga Exchange knacca
PCPOSTConnectorObj. Obpas nepegaetcs B KOOUPOBKE yKa3aHHOW B
napameTpe PRINTERCHARSET B cashreg.ini.

O6pas yeka Takke coxpaHsieTcs B pann. B cnyyae, ecnu ¢ nuH-naga He
NPUXoAnNMU KOMaHabl Ha NevaTtb, CBOMCTBO MMeeT 3HadveHue null.

®ainn ns COM-ob6bekta hpopmupyetca TOJIbKO npu
neyaTtm Ha Kacce!
[ocTtynHo HaunHasa ¢ Bepcum ot 2014\12\25

CommodityCode

Kog ToBapa (tar "1F\x1F")

PaymentDetails

Oetanu TpaH3akuun (req Tar "\XIF\x4E", rsp Tar "\x1F\x26")

ProviderCode

Kop nposanigepa (tar "\X1F\x4F")

ProcessingFlag

PIN donar (tar "X1F\x61")

CommandResult

Kog otBeta RESPONSE_CODE

Cvv2

CVV2 (tar "X1F\Xx5D")

TerminalOutID

WpeHTtndukatop tepmuHana (tar "\x9F\x1C")

cashback - cymma onepauum, B MUHUManbHbIX AEHEXHbIX eauHuLax (Tar

CashbackAmount “\XOF\X03")

REU Toxe camoe none,uno n TRACK2. CaoenaHo ans noaaepxku He
PA_DSS unHtepdencos. (Tar "\x57")

BIN MepBble 6 undp PAN

Last4Digits MocnegHue 4 uncppsl PAN

Hash Xaw (SHA1) ot PAN

EncData LLndppoBaHHble aaHHble kapTbl (Tar “\XA1\xA1”)

Signature 3anyck mexaHu3ma 3axsarta nognucu Ha TepMmuHane

SignaturePath

YcTaHOBUTL MyTb AN COXpaHeHus hannos nognvcen

TerminalIDX

WHpekc ans Beibopa tepmuHana (USEJL)

[ns ncnonb3oBaHUst faHHbIX 06bEKTOB HE0OX0AMMO co3aaTh B NpoekTe ccbifiky Ha COM 06beKT.
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[MpunoxeHne 2. Hactpouka NH-nag

Mepen nogkntodeHem k KKM Heobxoanmo npoBeputb HacTponku MNMUNH-nag;

1.

2.

abkw

© N

Mepesarpy3unTb NMH-Nag 0OAHOBPEMEHHbBIM HaxkaTuem knasuw UP+DOWN+STOP (ecnu ncnonb3yeTcs
mozenb 3070, TO OTKIMIOYUTL U BKITKOYUTb MUTAHKUE).

Bo Bpewmsi 3arpy3ku Haxatb 1 yaepxusaTtb knasuwy MENU (Ha HEKOTOPbIX MOAENSAX AaHHas Knasuwa
0b03HayeHa NMKTOrpamMmMon «KkBagpaT»).

Ha Bonpoc «PaboTa ¢ kaccon?» HaxaTtb OK (BbibpaTb A B MeHI0 BbiOOpa pexuma).

BbibpaTtb HacTpownkn COM-nopta MNMH-nag (Homep, CKOpoCTb, BUT AaHHbIX, CTON 6uUT).

BbibpaTtb HacTponku IP coeanHeHus ¢ cepepoM. Ha Bonpoc «IP yepes kaccy?» HaxaTb OK=[A nnu
STOP=HET

Ha Bonpoc «[dnanor Ha kacce?» HaxaTb OK, ecnv npegnonaraeTcs BbIBOA OUANOroB Ha 3KpaH Kacchbl
unun STOP, ecnn guanorun npegnonaratotca Ha akpaHe NMNH-nag.

BbibpaTtb HacTpowku npuHTepa. Ha Bonpoc «IpuHTep Ha kacce?» Haxatb OK=[OA nnn STOP=HET
BeBecTu Wwmnpuny veka (3aBucut oT Trna MO MNMWH-nag n ncnonesyemoro ®PK).

Bbibpatb HacTponky ansa onepaumm PACHET. Ha Bonpoc «Kog aBTopm3aumu C Kaccbl?» HaxaTb
OK=0A wnn STOP=HET

ingenico
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MpunoxeHne 3. OnncaHne CTPYKTypbl

UserAuthint

typedef struct

int handle;

int abg_id;

int operType;

char track2[InTrack2]/rfu[InRFU];
char pan[InPan];

char expiry[ INnExpiry ;

char pay_acc[InPan];

char additional_payment_data[80];
char amount[ InAmount J;

char original_amount[ InAmount ];
char currency[ InCurrency J;

char terminallD[InTerminallD ];
char rrn[InRetrievalReference J;

char authCode[ InAuthldentResponse J;
char responseCode[InResponseCode J;
char cardType[InCardType];

char date[InDate];

char time[InTime];

char payment_data[lnPayData];

char data_to_print[InPayData];

char home_operator[InPayData];

char received_text_message[InReceivedTextMsg];
char text_message[InReceivedTextMsg];
char AID[InAID];

char ApplicationLabel[lInApplicationLabel];
char TVR[INTVR];

int system_res;

char enc_data[64];

char cardholder_name[InCardholderName];
char Balance[InAmount+1];
}UserAuthint;

Enum {

InProcCode =7,

InTrack2 = 60,

InPan = 20,

InExpiry = 5,

InAmount = 13,
InCurrency = 4,
InTerminallD = 9,
InSpdhTerminallD=17,
InRetrievalReference = 13,
InAuthldentResponse = 9,
InResponseCode = 4,
InCardType = 80,

InDate = 7,

InTime =7,

InBatchNum = 8,
InTrack2Credit = 50,
InPinblock =17,
InPayData = 50,

InPayld = 3,

InMtid = 5,
InReceivedTextMsg=80,
InAID=80,
InApplicationLabel=80,
INTVR=80,

INRFU=60

h

/I[in] Kog onepaumm (kaccoBbiin)

/[in] Tpek2

/l[out] PAN

/l[out] Expiry Date I'TMM

/IHe ncnonb3yeTtcs

//He ncnonb3yeTtcs

/l[in] Cymma B Konevikax

/l[in] OpurnHanbHasa cymma B Konevikax
/[in] Kog BantoTbl

/l[out][in] ID TepMuHana

/[in][out] Ccbinka (Tonbko Ans onepauumin Ans KOTOPbIX HYXXHO, B

ocTanbHbIX Cryyasx - nycra)
/l[out][in] Kog aBTOpM3auum
/l[out] Kon oTBeTa

/l[out] HasBaHune Tuna kapTbl
/l[out] OaTa TpaH3akuun
/l[out] Bpems TpaH3akuum
//ne ncnone3yetca

//He ncnonb3yeTcs

//He ncnonb3yeTcs

//ne ncnone3yetca

/l[out] PacwmdpoBka
/[[out]EMV AID

//[out]EMV ApplicationLabel
/[out]EMV TVR

//ne ncnone3yetca

/I [in][out]wndppoBaHHble AaHHble kapThl(PAN) (ansa MO ¢
dyHKumen nogaepxkn HRS)
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UserAuthintFull

CTpyKTypa gocTynHa ¢ aekabps 2015 roga.

typedef struct

int handle;

int abg_id,;

int operType;

char rfu[lnRFUJ;

char pan[InPan];

char expiry[ INnExpiry ;

char pay_acc[InPan];

char additional_payment_data[80];
char amount[ InAmount J;

char original_amount[ InAmount ];
char currency[ InCurrency J;

char terminallD[InTerminallD J;
char rrn[InRetrievalReference |;

char authCode[ InAuthldentResponse J;
char responseCode[InResponseCode |;
char cardType[InCardType];

char date[InDate];

char time[InTime];

char payment_data[InPayData];

char data_to_print[InPayData];

char home_operator[InPayData];

char received_text_message[InReceivedTextMsg];
char text_message[InReceivedTextMsg];
char AID[INAID];

char ApplicationLabel[InApplicationLabel];
char TVR[INTVR];

int system_res;

unsigned short receiptNumber;

unsigned short Invoice;

int operatopn_type;

char card_number[20];

char merchant[80];

char date_buffer[100];

unsigned short debit_number;

char debit_total[7];

char debit_clear_total[7];

unsigned short return_number;

char return_total[7];

char return_clear_total[7];

unsigned long butch_num;

char TrAmount[13];

char enc_data[64];

char cardholder_name[InCardholderName];
char max_discount[InAmount];

char min_discount[InAmount];

char commission_amount[ INnAmount+1 ];
char PaymentsData[102];

char BIN[7];

char Hash[41];

char Last4Digits[7];

char isDiscoutedGoods;
char Balance[lnAmount+1];

/I[in] Koa onepaunm (kaccoBbiit)

/lfout] PAN

/l[out] Expiry Date I'TMM

//ne ucnone3yetcs

//He ncnonb3yeTcs

/l[in] Cymma B konemnkax

/[in] OpurnHanbHasi cymMma B Konewkax
/[in] Kog BantoThbl

/l[out][in] ID TepmuHana

/[in][out] Ccbinka (Tonbko Anst onepaumi Ans KOTOpbIX HYXKHO, B

oCTarnbHbIX Cry4asx - nycra)
/l[out][in] Kog aBTOpM3auum
/l[out] Kog oTBeTa

/l[out] HasBaHune Tuna kapTbl
/l[out] QaTta TpaH3akumum

/l[out] Bpems TpaH3akuum

//He ncnonb3yeTcs

//He ncnone3yetca

//He ncnone3yetca

//He ncnonb3yeTcs

/l[out] PacwmdpoBka
/[out|EMV AID

//[outlEMV ApplicationLabel
/[[out]EMV TVR

//He ncnone3yetca

/IHOMep Yeka

//HOMep nnaTexa

/ITvn onepavun

/IHOMep KapThbl

/I aeHTUdMKaTOp opraHnsaLmm
1

/lkonuyecTBO Ae6ETOBbLIX onepawuii
/Intor nebet

/Intor nebeT 6e3 yyeTa KOMUCCUIA N CKUAOK
//KonnyecTBo BO3BpaTOB

1

1

//HOMep cmeHbl / nakeTa

1

/I [in][out]wmdpoBaHHble AaHHbIe kapTbi(PAN) (ana MO ¢
dyHKumen nogaepxkn HRS)
/Inms BNagenbLa KapTbl

/ImakcmarnbHasi cyMma CKUaKM (B MUHMMATTbHBIX €AVHWLIAX BarikoTbl)
/MUHUManbHasi cymma CKUAKM (B MUHUMArbHBIX eMHMLIAX BarkoThbl)

/lcymma komucenm (B MYHUManNbHBIX EAVHULIAX BanOTbI)

/lans unipay (kaxgoe none AormkHO 3akaHumBaTbes «NULLY)

PaymentsData [0:2] — geHTudmkaTop nnaTtexa;
PaymentsData [3:35] — [lononHutensHble AaHHble 1;
PaymentsData [36:68] - [JononHUTenNbHblE AaHHbIE 2;
PaymentsData [69:101] - lononHuTenbHble AaHHbIE 3;
/IBIN kapTbl, none JormkHo 3akaHunBaTbes « NULL»
/IXaw Homepa kapTbl (SHAT)

/IMocnegHne 4 undpbl HOMepa KapTbl

//Mpu3HaK AUCKOHTHbBIX TOBApOB B Yeke

//IbanaHc kapThbl
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char TracelD[InTracelD];

char OriginalDateTime[InDateTime];
unsigned short CashRecieptNumber;

char OutPutTransactionData[256];

char TransactionID[19];

char ComissionOffline[InAmount];

char ComissionOfflineCurrency[InCurrency];
char ComissionAcquirer[InAmount];

char ComissionAcquirerCurrency[InCurrency];
char Comissionlssuer[InAmount];

char ComissionlssuerCurrency[InCurrency];
char AuthorizedAmount[InAmount];

char AuthorizedAmountCurrency[InCurrency];
}UserAuthIntFull;

Enum {

InProcCode = 7,

InRFU = 60,

InPan = 20,

InExpiry = 5,

InAmount = 13,

InCurrency = 4,

InTerminallD = 9,

InSpdhTerminallD=17,
InRetrievalReference = 13,
InAuthldentResponse = 9,
InResponseCode = 4,

InCardType = 80,

InDate = 7,

InTime =7,

InBatchNum = 8,

InRFUCTredit = 50,

InPinblock = 17,
InPayData = 50,

InPayld = 3,

InMtid = 5,
InReceivedTextMsg=80,
InAID=80,
InApplicationLabel=80,
InTVR=80,
InCardholderName = 27,
InTracelD = 61,
InDateTime = 13

5

/InpeHTndukaTop npegasTopmsaun
//0aTta n BpeMsi opurmHanbHoOn onepaummn
//[Homep kaccoBoro yeka
//0ononHuTenbHbIE AaHHbIE TPaH3akUMK (CoobLLeHMe OT XocTa)
/INpeHTudmKaTp TpaH3aKkuum

//OcbnanH kommnceus

/IBantoTa odnanH Kommccum

/IKomuceus akBanepa

//IBantoTa komuccumn aksanepa
/[Komncens ammuteHTa

/[Bantota KOMUCCUN SMUTEHTA
/IABTOpPM30OBaHHasa cymma

//BantoTa aBTOPM30BaHHOW CyMMbl
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[MpunoxeHue 4. Npumep ncnonososanma ArcCom.dll

BbizoB UserAuthint

/I CASHREG_DLL_TEST.cpp : Defines the entry point for the console application.

Il

#include "stdafx.h"
#include <windows.h>
[I#include <iostream.h>
#include <stdio.h>
#include <conio.h>
#include <stdlib.h>
#include <windows.h> #include <winbase.h>
enum {

InProcCode =7,
InTrack2 = 60,

InPan = 20,

InExpiry =5,

InAmount = 13,
InCurrency = 4,
InTerminallD = 9,
InSpdhTerminallD=17,
InRetrievalReference = 13,
InAuthldentResponse = 9,
InResponseCode = 4,
InCardType = 80,
InDate = 7,

InTime =7,

InBatchNum = 8,
InTrack2Credit = 50,
InPinblock = 17,
InPayData = 50,

InPayld = 3,

InMtid = 5,
InReceivedTextMsg=80,
InAID=80,
InApplicationLabel=80,
INTVR=80

I8
typedef struct

int handle;

int abg_id;

int operType;

char track2[InTrack2];

char pan[InPan];

char expiry[ InExpiry |;

char pay_acc[InPan];

char additional_payment_data[80];
char amount[ InAmount ];

char original_amount[ InAmount ];
char currency[ InCurrency |;

char terminallD[ InTerminallD ];
char rrn[ InRetrievalReference |;

char authCode[ InAuthldentResponse J;
char responseCode[ InResponseCode |;
char cardType[InCardType];

char date[InDate];

char time[InTime];

char payment_data[lnPayData];

char data_to_print[lnPayData];

//[in] Kog onepaumu (kaccoBbii)

/[in] Tpek2

/l[out] PAN

/l[out] Expiry Date IMMM

//He ncnonb3yeTcs

//He ncnonbayeTcs

//[in] Cymma B konewkax
/[[in]OpurvHanbHasa cymma B konerkax
/[in] Koa BantoTbl

/l[out] ID TepmuHana

/[in][out] Ccbinka (3anonHATb 4Na onepaunn, rae
HY>XHO, B OCTasbHbIX Cly4asx - NycTo)
/[in][out] Kog aBTOpM3aLumn

//[out] Kog oTBeTa

//[out] HasBaHue Tvna KapTbl

/l[out] OaTa TpaH3akuun

//[out] Bpems TpaH3akuum

//He ncnonbayeTcs

//He ncnonbayeTcs
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char home_operator[InPayData]; //He ncnonb3yeTcs

char received_text_message[lnReceivedTextMsq]; //He ncnonb3yeTcs

char text_message[InReceivedTextMsg]; /l[out] Pacwumdposka

char AID[InAID]; /[[out|EMV AID

char ApplicationLabel[lInApplicationLabel]; /l[out|EMV ApplicationLabel

char TVR[InTVRY]; /[[outlEMV TVR

int system_res; //He ncnonb3yeTcs

/I TOJIbKO ANA MOOYIA APKYC2 C dYHKUMOHAJTIOM HRS

char enc_data[64]; //[in][out] wndppoBaHHbIE AaHHbIE KapTbl (PAN)

}UserAuthint;

#define GET_DLL_FUNC(x,y) x=(y)GetProcAddress((HMODULE)hLib #x);if(x==NULL)
{printf("Unable to load %s function! %x (%lu)"#x,GetLastError(),
GetLastError());getch();return -1;}

typedef int (__cdecl *_ PROCFUNC) (UserAuthint *);

_PROCFUNC ProcessOw;

HMODULE hLib;

int LoadOWDII(void){

hLib=LoadLibrary("c:\Arcus2\\dll\\arccom.dlII");

if(hLib==NULL)

printf("Unable to load library!);
getch();
return -1;

}
GET_DLL_FUNC(ProcessOw, PROCFUNC);
return O;

}

#define PRINTF_VAR(v,t) printf(""#v" = "t"\n",v)
int _tmain(int argc, _TCHAR* argv[])

{

int res;

if(LoadOWDII()>=0){

UserAuthInt TestTrans;

int result=0;

memset(&TestTrans,0,sizeof(UserAuthlint));

TestTrans.operType=1; /I OIMNATA
sprintf(TestTrans.currency,"643"); /IPy6rn
sprintf(TestTrans.amount,"123"); /I'1 py6 23 kon

result=ProcessOw(&TestTrans);
PRINTF_VAR(result,"%i");
PRINTF_VAR(TestTrans.responseCode,"%s");
PRINTF_VAR(TestTrans.text_message,"%s");
PRINTF_VAR(TestTrans.currency,"%s");
PRINTF_VAR(TestTrans.amount,"%s");
PRINTF_VAR(TestTrans.rrn,"%s");
PRINTF_VAR(TestTrans.authCode,"%s");
getchar();

libend:

FreeLibrary(hLib);

}

return O;

}

BbizoB UserAuthintFull

Mepepn ncnonb3oBaHMEM CTPYKTYpbl ee He0OX0AMMO 0BHYNNTL yHKUMen memset().

#include <windows.h>
#include <iostream>
#include <string>
enum

{
InProcCode =7,
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INRFU = 60,

InPan = 20,

INExpiry = 5,

InAmount = 13,
InCurrency = 4,
InTerminallD = 9,
InSpdhTerminallD = 17,
InRetrievalReference = 13,
InAuthldentResponse = 9,
InResponseCode = 4,
InCardType = 80,

InDate = 7,

InTime =7,

InBatchNum = 8,
INRFUCredit = 50,
InPinblock =17,
InPayData = 50,

InPayld = 3,

InMtid = 5,
InReceivedTextMsg = 80,
InAID = 80,
InApplicationLabel = 80,
INTVR = 80,
InCardholderName = 27,
InTracelD = 61,
InDateTime = 13

3

#ifdef _MSC_VER
#pragma pack(push, 1)
#endif

typedef struct

{

int handle;

int abg_id;

int operType;

char rfu[lnRFUJ;

char pan[InPan];

char expiry[InExpiry];

char pay_acc[InPan];

char additional_payment_data[80];

char amount[InAmount];

char original_amount[InAmount];

char currency[InCurrency];

char terminallD[InTerminallD];

char rrn[InRetrievalReference];

char authCode[lnAuthldentResponse];

char responseCode[InResponseCode];

char cardType[InCardType];

char date[InDate];

char time[InTime];

char payment_data[InPayData]; // data to send back to host
char data_to_print[InPayDatal;// data to print on receipt
char home_operator[InPayDatal;// data to print on receipt
char received_text_message[InReceivedTextMsq];
char text_message[InReceivedTextMsq];
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char AID[INAID];

char ApplicationLabel[lInApplicationLabel];
char TVR[InTVR];

int system_res;

unsigned short receiptNumber;

unsigned short Invoice;

int operatopn_type;

char card_number[20];

char merchant[80];

char date_buffer[100];

unsigned short debit_number;

char debit_total[7];

char debit_clear_total[7];

unsigned short return_number;

char return_total[7];

char return_clear_total[7];

unsigned long butch_num;

char TrAmount[13];

char enc_data[64];

char cardholder_name[InCardholderName];
char max_discount[InAmount];

char min_discount[InAmount];

char commission_amount[InAmount + 1];
char PaymentsData[102]; //in unipay (each field must be NULL terminated) PaymentsData [0:2] - PaymentID;
PaymentsData [3:35] - PayFieldValuel; PaymentsData [36:68] - PayFieldValue2; PaymentsData [69:101] -
PayFieldValue3;

char BIN[7];

char Hash[41];

char Last4Digits[7];

char isDiscoutedGoods;

char Balance[lnAmount + 1];

char TracelD[InTracelD];

char OriginalDateTime[InDateTime];
unsigned short CashRecieptNumber;

char OutPutTransactionData[256];

char TransactionID[19];

char ComissionOffline[InAmount];

char ComissionOfflineCurrency[InCurrency];
char ComissionAcquirer[lnAmount];

char ComissionAcquirerCurrency[InCurrency];
char Comissionlssuer[lnAmount];

char ComissionlssuerCurrency[InCurrency];
char AuthorizedAmount[InAmount];

char AuthorizedAmountCurrency[InCurrency];
}UserAuthintFull;

#ifdef _MSC_VER
#pragma pack(pop)
#endif

typedef int(__cdecl *_ PCPOSFUNCFULL)(UserAuthintFull *auth_st_full, int size);

int main(void) {

HMODULE hLib =

LoadLibrary("D:\\work\\workspaces\\arcus_workspace\\arccom\\ArcCom___ Win32_Debug_MinDependency\\
ArcCom.dlIl");
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_PCPOSFUNCFULL ProcessOwFull = ( PCPOSFUNCFULL)GetProcAddress(hLib, "ProcessOwFull");
UserAuthintFull auth;

memset(&auth, 0, sizeof(UserAuthintFull));

auth.operType = 1;

strncpy_s(auth.amount, sizeof(auth.amount), "1234", 4);

int res = ProcessOwFull(&auth, sizeof(UserAuthintFull));

FreeLibrary(hLib);

return O;

}
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[Tpunoxenne 5. MMHUManNbHbIN NepeYvYeHb
nogaepXmBaemMbix onepauun

WHTepdenc kaccupa kaccosoro O gomkeH nogaepxmsaTb Bbi3oB Moayns APKYC2 ans BbiNONHeEHUs
crnepywLwmnx rHaHCOBbLIX U aAMUHUCTPATUBHBIX ONepauuii:

TOProBnA — (6AHK- BbIAAYA HANMUYHbIX)

1 OIMJIATA TOBAPA (BbIJAYA HAJTMYHbBIX )

2 BOBBPAT TOBAPA (KPEOUT, MOMNONHEHME CHETA)

3 OTMEHA MOCNEQHEN MOKYMNKW (OTMEHA BbIOAYM / KPEOUTA )

4 3AKPbITME_OHA (CBEPKA NTOIMOB CMEHbI, MAKETA, IHA — Z oTu4er)
5 NEYATb )KYPHAJIA OMEPALINN

6 MEHIO_KACCUPA (MEHIO AODMUHNCTPATOPA)

OTEJN, ASC.PECTOPAHDI

7 MPEABTOPU3ALIVA (pe3epBupoBaHme cymmbl) [onums]
8 SABEPLUEHVE PACYETA MO NMPEABTOPU3ALINWU [onuus]

NP HANMNYUN TEX.BOSMOXHOCTU APM TOPIOBJIN

9 OTMEHA ONEPALIN MO HOMEPY YEKA [onuus]

B GonblumHcTBe cnyyaes B 10 TepMuHana onpeaeneHs! 3 onepaumu:

BO3BPAT TOBAP - cnyxuT Ans Bo3BpaTa AEHEXHbIX CPEACTB Ha CYET knueHTa. B GomnblunHCcTBE
Crny4yaeB BbIMOMHSETCA €CnM HadvanbHas onepauus onnaTel Obina B Apyron cMmeHe (Ha Apyrom
TepmuHane). [na npoBegeHus onepaumy o00a3aTenbHO 3anpalvBaeTcsl kapTa knveHTta. Opyrue
OaHHble MOryT oTnmyatbcs (Homep 4eka, RRN, cymma) m HacTpavBalTcs npu KoHGUrypaumu
TepmuHana. «BosBpaT» SABMSeTCS KpeouTOBOW onepauuert C MepeyvyucrieHMeM CpeacTB Ha CYéT
KnueHTa, noaTomy obpabaTbiBaeTca 6aHkom gonblue (o1 3x go 40 aHen).

OTMEHA MNOCINEQHEWN - aTo TexHonornyeckas oTMeHa, Npu KOTOPOW He 3anpallvBaoTCA AaHHbIE O
npoBeAeHHoW TpaH3akuuu (Homep 4deka, Homep RRN, PAN kaptbl n A.p.). KomaHga Bbi3biBaeTcs
kaccosbiM 10 B criyyae, korga He06X0ANMMO OTMEHUTb NMOCIEAHIOK YCNELHY0 onnaTy (CTPOro roBop4,
MOXXHO OTMEHATb U ApYyrue ycnelHble TpaH3akumMm, HO He06X04MMO YTOYHATL TaKyto BO3MOXHOCTb AN
Ka»K4,0oro KOHKpEeTHOro npoueccuHra). B cnyvae ecnuv TpaH3akumio OTMEHUTb HENb3d, TEpMUHanN BbigacTt
cooOLeHne "HeBo3MOXHO OTMEHUTL"

YHUBEPCAIIbHAA OTMEHA - cnyxuT pns oTMeHbl C 00s3aTenbHbIM YyKa3aHUWeM [aHHbIX O
HayanbHOW TpaH3aKUuMM U NpeabsBAeHNeM KapTbl KnueHTa. 3anpalimBaeMble faHHblE MOTYT ObiTb
pasnu4yHbl, U HacTpauBarTCA Npw KoHdUrypaumm tepmuHana. B 6GonbwuHcTBe criyyaeB OTMeHyY
MOXHO MPOBOAMTL TOMBKO €CNN HavanbHas onepauns onnatbl 6bina B 9Tow e cMeHe. B aTom cnyyae,
Yale BCero, Ans Nnovcka HavanbHOW TpaH3akuum B XypHane TepmuHana ucnonsdyetcsa RRN (xoTa
BO3MOXHO WucMnonb3oBatb M HoMep 4eka). Onepauusa «OTmeHa» ob6pabaTtbiBaeTcsd Ha XocTe
A0CTaTo4HO BbICTPO M cpeacTBa NOCTynatT obpaTHO Ha CHET KNMeHTa.

B cBs3u ¢ Tem, uto u3 cTpyktypbl UserAuthint MmoxxHo nonyuntb RRN, xxenatensHo ero u
ucnonb30BaTh Afs onepauuui «YHuBepcanbHasa oTMmeHa» u «BosBpar».

Mcnonb3oBaHue KaXaoum U3 HUX Heob6xoaMMo obroBapyMBaTb HENOCPEACTBEHHO C
6aHKkoMm.
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[MpunoxeHue 6. PyHkumoHan DLS (onumoHanbHo)

[aHHbIn dyHKLMOHaN JoCcTyneH Anga npoueccuHra OpenWay.

®PyHKUMOHaN peanua3yeT NPYMEHEHME CUCTEMbI NTOANBHOCTU 1 huckanusaummn DLS — nogaepkka npoTokona
ANAK sepcun 8.1.2.

[nsa nogknoyeHnsa dyHKuMoHana Heogxogmmo ooHoBute ArcCom.dll 1 CommandLineTool.exe.

MoppepxuBaeTca 2 pexxvMa MHTerpaumm ¢ KacCon: NosHas u nerkas nHTerpauunm.

PeXXnm nerkon nHTerpaumm ¢ Kaccou

Ob6ecneunBaeT paboTy cucTeMbl NosinbHOCTU 6e3 moaepHusaumm MO kaccbl.

OcHoBaH Ha 1Cronb3oBaHMK crieumannavpoBaHHbIX KOAOB BantoT (ans onepauuii Onnata / Bosspar).

e 999 - BygeT BbINonHeHa onepaumsa Onnata 3a 6oHyckl / Bo3BpaT 3a GOHYCbI

e 998 - ByneT BbiNofiHeHa onepauust Onnarta 3a HanuuHble ¢ HavucreHvem GoHycoB / Bosspat 3a
Hanu4yHble Co ccnucaHnem GOHYCOB.

PeXXxnm nosiHom nHTerpauum ¢ Kaccom

OnnaTta

CraHpapTHbIV 3anyck onepawuun.

B pexxmme paboTbl € kaccom onuuoHanbHO NnogaepxmBaeTcs nepegada Ha xoct DLS cnvcka ToBapoB.
[ns atoro Heobxoaumo 3anonHuTb CTPyKTypy UserAuthint n nepegats ee pyHkumm:
DisProcessOw(UserAuthint *auth_st, char * data, unsigned int data_size);

roe data - ykasaTenb Ha CMCOK TOBapoB.

OnnaTa HanW4HbIMK C Ha4YncTeHnem 6oHycos 1 6e3

AHanornyHo onepawum onnaTta +

B pexume paboThbl ¢ Kaccon nogaepxmeaeT pexum Silent, korga He 3anpawmBaeTcs Ha npegbsaBreHne
KapTa 1 He nevyaTaeTcs Yek.

OTOT pexxuMm BkMoYaeTcs 3anuceto '1' B none PaymentsData[102] ctpyktypbl UserAuthint.

BoaBpaTt co cnncaHmem 6oHycoB n 6e3

Onepauusa BosBpaT nogpa3ymeBaeT nepeaadvy Ha TepMuHarn:
e  CMMCOK TOBApOB (@aHanorM4Ho onepawuum onnara)
e rrn (none rrn cTpykTypbl UserAuthint)

Mpw oTcyTCcTBUM N OyAeT BbiBeAEeH Avaror Ans Beoga rrn. Ecnm TepmmnHan He cMOr HaluTW Mo rrn aaty
npoBeaeHus onepauun, 6yaeT BolBeAeH Anarnor Ans BBoga Aathl.

OTKpbITUE CMEHBI

lMogpasymeBaeT nepegady Ha TepMuHarn:
e kopf Kaccupa (rnone rrn cTpykTypbl UserAuthint)
e (onumoHanbHO) duo kaccupa (norne PaymentsData[102] ctpykTypbl UserAuthint)

Mpwn oTcyTCcTBMUM KOoAa Kaccupa GyaeT BbiBeAeH avarnor Ans BBoda koaa.

MNHkaccauuns

lMogpasymeBaeT nepegady Ha TepMuHarn:
e BHeceHHas cymma (none amount cTpykTypbl UserAuthint)
e u3bdATasa cymma (none original amount ctpykTypbl UserAuthint)

Mpw oTCyTCTBUM AaHHbIX OyaeT BblBEAEH Ananor Ans Beoaa.
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[MpunoxeHune 7. MHdopmauua o OOKYMeEHTe
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